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Revision overview

Revision overview

date Revision Change(s)
16.03.2015 0 First version
18.08.2016 1 Update for version 1.6
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25.09.2019 3 Update for version 2.0
26.06.2024 4 Update for version 2.4
26.09.2024 5 Updating the images

© Copyright 2017 Indu-Sol GmbH

Subject to unannounced changes. We are constantly working on the further development of our products.
We reserve the right to make changes to the scope of delivery in terms of form, equipment and technology.
No claims can be derived from the information, illustrations and descriptions in this documentation. Any
reproduction, further processing and translation of this document and extracts from it require the written

authorisation of Indu-Sol GmbH. All rights under copyright law are expressly reserved by Indu-Sol GmbH.
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Introduction

1

1.1

1.2

Introduction

General

PROmanage® NT is a central software for analyzing, managing and storing data on the communication

quality of industrial networks.

Using the standard SNMP and Web-API queries, standardized network parameters can be queried
cyclically across networks and protocols (PROFINET, PROFIBUS, Ethernet, CAN and AS-i) and

saved with a time stamp.

Threshold and alarm management analyses the incoming network communication data and warns of

any anomalies.

The current topology of the network can be displayed. Conspicuous subscribers are marked here. By

selecting a subscriber, its relevant quality parameters can be displayed.
Statistical functions allow the data to be displayed to the minute, retrospectively over several months.

This means that historical events, for example for analyzing sporadic failures, can be traced at any

time and used for root cause analysis.
Disclaimer

PROmanage® NT has been carefully developed and tested by Indu-Sol GmbH to the best of its
knowledge and belief. Nevertheless, according to the state of the art, it is impossible to create

completely error-free software.

Therefore, Indu-Sol GmbH does not guarantee that the hardware or software will work properly in all
applications. Therefore, any liability for direct or indirect damage resulting from the operation of the

hardware or software and the usability described in the manual is rejected.

Indu-Sol GmbH will rectify any defects that cancel or reduce the suitability of the software for the usual
or contractually agreed purpose within a reasonable period of time, usually as part of regular software

maintenance.
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1.3 System description

The PROmanage® NT system consists of the following components:

e PROmanage® NT (Client)

¢ PROmanage® NT Data collector (subject to license)

e PROmanage® NT Web

e PostgreSQL database server (optional OPC extension)

1.4 The centerpiece of the system is the PROmanage® NT data collector. This
queries decentralized data collectors (e.g. PROFINET INspektor® NT,
manageable switches, ...) and saves the data in an SQL database. Which
devices are to be queried is configured with the PROmanage® NT (client).
Data stored in the SQL database can be displayed with PROmanage® NT
(Client). By installing the PROmanage® NT Web component, the history (6
Chronicle) can be displayed. Optionally, the database server can be extended
by an OPC interface (12.2 MSG: Message service programme for user-defined
action
The message service program (msg) can be used to send messages over a network from one user

to another user or from computer to computer. This program can be used, for example, as a user-

defined action (9.4 Available actions) for an alarm (11.10.1.3 User-defined action).

For a message to be sent successfully, it must be possible to execute the RPC functions on the target
computer with a terminal connection. Remote desktop connections must also be authorized. If the
current user does not use a password (single-user PC), account use with empty passwords must have

been activated on the target system, otherwise access will be denied.

To send messages via the network, the RRS service (remote registration) must be activated and the

following registry entry must be adjusted or created:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\TerminalServer
Value: AllowRemoteRPC
Required value: 1 (REG_DWORD)

Syntax of the msg command:

MSG {username | session name | session ID | @filename | *}
[/SERVER:server name] [/TIME:seconds] [/V] [/W] [message]

Username Specifies the username.
Session name The name of the session.
Session ID The ID of the session.
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@filename

ISERVER:Server
name
ITIME:seconds
A"

W

Message

Specifies a file containing a list of usernames, session names and IDs
to which the message is sent. * Sends message to all sessions on the
specified server.

Server to which the connection is established (default is the current
server).

Sends a message to all sessions on the specified server.

Waiting time until the recipient confirms the message.

Displays information about the functions performed.

Wait for response from user, useful with /V.

Message to be sent. If none is specified, a message is requested or
read by "stdin".

PROmanage® NT User manual
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OPC server ) can be added.

Each component can be installed on a separate system if they are connected to each other via a

network. The components are selected during the installation (2.4 Installation procedure).

] PROmanage® NT o= Client (display/configuration)
PROmanage® NT Collector 4— CQuerying decentralized data collectors
-[_] PROmanage® NT Web 4— Access via web browser
=-[W] PostgreSQL
[ PostgreSGL Database Server 4—— Data storage

t..[ ] PostgreSQL ODBC driver for OPC servers) = Optical interface

Extract - Selection of components during installation

For performance reasons, PROmanage® NT data collector and SQL database should always be

installed on the same system.

The PROmanage® NT data collector is the component that requires a license to query the

devices to be monitored.

The PROmanage® NT (Client) component can be installed license-free on one or more systems.

PROmanage® NT User manual
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1.5 Data Flow Diagram

The following diagram illustrates the interaction of the PROmanage® NT components. If individual
components are installed on separate systems, the port releases (2.1.2 Port release) must be
observed.

Data Flow Diagramm

PROmanage NT PROmanage NT PROmanage NT
Web (optinal) Database Data Collector
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PROmanage® NT User manual
10



Installation PROmanage® NT

2 Installation PROmanage® NT

2.1 System requirements
The following operating systems are supported for all PROmanage® NT components:

¢ Microsoft® Windows® 7

e Microsoft® Windows® 8, 8.1

e Microsoft® Windows® 10

¢ Microsoft® Windows® 11

e Microsoft® Windows® Server, 2012, 2016, 2019, 2022

2.1.1 Hardware requirements

Depending on the type and number of devices to be queried, the following hardware requirements

apply for the full installation of the PROmanage® NT components client, SQL database and data

collector.
Number of ports CPU cores Working memory Required hard disc space’
up to 160 4 4GB 50 GB (SSD, NVMe

recommended)

100 GB (24/7 HDD
up to 480 8 8 GB recommended)
(SSD, NVMe recommended)

200 GB (SAS raid
up to 960 16 16 GB recommended)
(SSD, NVMe recommended)

400 GB SAS (SAS Raid
until 2000 32 32GB recommended)
(SSD, NVMe recommended)

) with a data retention period of 3 months.

For continuous operation, we recommend the use of a server hard drive or server SSD memory.
A wired connection of at least 1 Gbit/s should be provided to connect to the network.

If only the PROmanage® NT client is installed on a system for display and configuration, the hardware

requirements are lower. The graphics resolution must also be taken into account for the full installation.

CPU cores Working memory Graphic resolution
1440 x 900
2 2 GB Intel® HD Graphics 4000 or better
Support for DirectX10

PROmanage® NT User manual
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Installation PROmanage® NT

2.1.2 Portrelease

The data flow diagram (1.5 Data Flow Diagram) shows the ports that are required for a connection

between the PROmanage® NT components. These and others for full functionality are listed below.

Description of the

Port number

Description of the

Indu-Sol Data Collector TCP/1988 Access to PROmanage® NT data collector
PostgreSQL database TCP/5432 Access to SQL database
SNMP UDP/161, UDP/162 | Query dec. data collector

(Trap) Receiving SNMP traps

INspektor web view

TCP/80, TCP/443

Display of the web interface

PROmanage® NT Scan
Indu-Sol ServiceTool

UDP/19010, UDP/19011

Used to scan the network for INspectors
and PROFINET devices

PROmanage® NT User manual
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Installation PROmanage® NT

2.2 Starting the installation

You need administrative rights to be able to carry out the installation

When you purchase PROmanage® NT, you will receive a download link to the software.
PROmanage® NT can also be downloaded from the Indu-Sol GmbH website (https://www.indu-

sol.com/support/downloads/software/).

The downloaded file must be unpacked on the target system.

The installation starts by executing the "Setup.exe" file.

2.3 Installation procedure

The PROmanage® NT installation checks whether the required Windows components are available,

updates them or installs missing ones.

e PROmanage® NT Client
1. Installation and configuration of PROmanage® NT Client
2. Allow PROmanage® NT to communicate via the Windows firewall
3. Install Visual C++ Redistributable
4. Install WinPcap
e PROmanage® NT Data collector
1. Allow communication for PROmanage® NT data collectors via the Windows firewall
2. Install driver for Indu-Sol license stick
3. Configure database connection
4. Install as Windows Service
e PostgreSQL database server
1. Install database server
2. Create new database
e PROmanage® NT Web
1. Allowing PROmanage® NT Web to communicate via the Windows firewall
2. Configure web server
3. Configure database connection
4. Install web server service
o PostgreSQL ODBC driver (for OPC Server)

e Uninstaller

PROmanage® NT User manual
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Installation PROmanage® NT

2.4 Installation procedure

Itis recommended to install the PROmanage® NT components client, data collector and SQL database

on one system (2.4.1 Full installation).

To configure the data collector and display the recorded data, the PROmanage® NT client can be
installed individually (2.4.2 Client installation).

If the optional PROmanage® NT Web is installed, the history of the PROmanage® NT database can
be accessed from any system via a web browser without further installation.

Client-Installation

3
PROmanage NT
Client

visualization
+ configuration

Webbrowser

reading the data reading the data | configuration

PROmanage NT PROmanage NT PROmanage NT
Web (optional) Database Data Collector

reading the data y writing the data to the database Q

PROmanage NT

sending messages collecting the data

‘/‘,’
direct access | e /[

( igt
il
o [

INspektor NT  Switch

=
c O
o =
£ B
N=
= ey
S e
nwn ©
;U

+

decentralized
Data Collector

PROmanage NT
Client

Full-Installation

lllustration 1: Installation variants
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Installation PROmanage® NT

2.4.1 Full installation

I Prorniges N1 Select language:
e Select language

e Next

SEMV

WIRELESS
Indu-Sol GmbH phone: +43 34431 58180
Blumenstraie 3 fax  +49 34451 6618-99 m
D-04628 Schmaiin emai: info@indu-sol.com

lllustration 2.4-2 Installation procedure

End User License Agreement:

o Read license agreement

e Selection - "l agree"

W End User License Agreement
e Next
2o0ad” Important notice:
Py Please read this notice and the following EULA carefully b
CAN

Use of the software is only possible if you accept the term
=S the "I Agree" button (or "Ich stimme zu", etc.) when instal
case only will the EULA between Indu-Sol as licensor and '
as licensee come into effect.

If you do not agree with the terms of this EULA, please sel

ﬁ lagree" (or "Ich stimme nicht zu" etc.) when installing the !
Seny 'the installation process will then be canceled, and use of
e e G e et el
WIRELESS O 1Do Not Agree @) | Agree
Indu-Sol GmbH phone: +43 34491 58180
Blumenstraie 3 fax:  +49 34491 581859 m
D-04825 Schmélin  email: info@indu-sol.com

PROmanage® NT User manual
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Installation PROmanage® NT

Select PROmanage® NT components:

Selection:
¢ PROmanage® NT (Client)

B || o W Cotectr e PROmanage® NT Data collector

Losor® Bgm@mmb

:n;a iyt o e PROmanage® NT Web (optional)

ol o PostgreSQL

Z o PostgreSQL database server

£ o PostgreSQL ODBC driver (opt.)

SEMV

WIRELESS o Next

et E?ﬁﬁ% =« | The configuration and installation of the PostgreSQL ODBC driver is

lllustration 2.4-3 Installation procedure described in "12.2 MSG: Message service programme for user-

defined action
The messaae service proaram (msa) can be used to

Installation path PROmanage® NT Client:
Selection:

e Destination folder ("Browse" to change installation path)

e Next
Setup will install PROmanage® NT in the following folder. To install in a
2ocag” Browse and select ancther folder. Cick Next to continue.
Py
CAN
o>
Destination Folder
Srenr8Us p
[c:\Program Fies\indu-Sol\PROmanageNT
Space required: 84,1 MB
SeMv Space available: 99.1GB
WIRELESS

Indu-Sol GmbH phone: +49 34451 58180
Blumenstraie 3 fax 44934431 581859 m
D-04626 Schmdln  email: info@indu-sol.com

lllustration 2.4-4 Installation procedure

Link PROmanage® NT Client:
Selection for the creation of links:
e On the desktop

L]
S In the start menu
- & onmy Desko e Next
CAN ™ In Stat menu
o>
@ensusp
AN
2
SEMV
WIRELESS
Indu-Sol GmbH phone: +45 3451 56160
Blumenstrale 3 c:u :'934‘491 m;s; m

lllustration 2.4-5 Installation procedure

PROmanage® NT User manual
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Installation PROmanage® NT

Installation path PROmanage® NT Data collector:
Selection:

e Destination folder ("Browse" to change installation path)

e Next

Setup wil install PROmanage® NT Collectorin the following folder. To

priooly folder, click Browse and select another folder. Click Next to continue.
gy, oo
CAN
o>
Destination Folder
@engusy
C:\Program Fies\Indu-Sol\PROmanageNTDataCollector

Space required: 36 MB

SemV Space avaiable: 39 GB

WIRELESS

Indu-Sol GmbH phone: +43 34451 56180
Blumenstraie 3 fax:  +45 34451 561699 m
D-04826 Schmolin  emait info@indu-sol.com

lllustration 2.4-6 Installation procedure

Configuration PROmanage® NT
SQL database server:

Selection:

e Step 1 - Server name (preset)

a backup of the given database instance. If
‘%%%gy‘ myt-hefollowim‘ lance will be updated when
i Daabase dver: e Step 2 - The installation creates a database. A name for
CAN PostonSat .
. Sep 1 Eter  server e the database can be specified here, e.g. name of the
(';:” [localhost | Pot: [5432
A SITZ Enter a database on the server: System1 .

promanage

e S*w&&“*"m’[m""www"*mw e Step 3 - User/password (preset)

Usemame: |postgres
SEMV

Password: [seseseee ° NeXt

WIRELESS

Indu-Sol GmbH phone: +49 34431 58180

ey, e e | only upper/lower case letters, numbers, _, no special characters

lllustration 2.4-7 Installation procedure

Installation path PostgreSQL installation directory
(program) and data directory (saving the data):

Selection:

e Destination folder ("Browse" to change installation path)

PostgreSQL wil be installed in selected folders. To change install directc
continue.

i%%g%q‘ and select another folder. Click Next to

Ry o Next

CAN PostgreSQL install directory —

o> [C:\Program Fies\PostgreSQL ( | )

L PostgreSQL data directory . - .

A TS It is recommended not to install the target folder for the
oﬁv data directory "PostgreSQLData" on the system partition
wiReLess (default: "C:\").

lllustration 2.4-8 Installation procedure

PROmanage® NT User manual
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Installation PROmanage® NT

ooreenet>>

@enusp

VAN
“

SEMV

WIRELESS

Please set the database networking options.

[] Enable remote connection for database

Check this to allow remote connections from other hosts within |
network. When disabled. only local connections are allowed.

Indu-Sol GmbH phone: +43 34451 56180
Blumenstraie 3 fax:  +45 34451 561699 m
D-04826 Schmolin  emait info@indu-sol.com

Illustration 2.4-9 Installation procedure

Ry
CAN
o>

Sensuspy

AN
“

QEMV

WIRELESS

Setup wil install PROmanage® NT Web in the following folder. To instal
click Browse and select another folder. Click Next to continue.

Destination Folder
[c:\Program Fies\Indu-Sol\PROmanageNTWeb

Space required: 92,6 MB
Space avaiable: 98.8GB

Indu-Sol GmbH phone: +43 34481 58180
Blumenstrage 3 fax  +49 34491 5618-99 m
D-04626 Schmalin  emait info@indu-sol.com

lllustration 2.4-10 Installation procedure

SEMV

WIRELESS

Provide this folder's content for download

C:\Users\Lumi\Downloads\PROmanageNTFull_v2.4.1.381

Pt

Please choose the port under which the PROmanage® NT we

[ Stat PROmanage® NT Web Service after installation

Indu-Sol GmbH phone: +49 34491 58180
Blumenstraie 3 fax: +49 34451 6618-99 m
D-04628 Schmalin  emait: info@indu-sol.com

lllustration 2.4-11 Installation procedure

Permission Remote connection:
Selection:

e Allow remote connections to the database (this
determines whether another PROmanage® NT client
can access the database).

If access is not granted, a subsequent PROmanage®
NT Client installation will not work (2.4.2 Client
ol installation).

e Next

Installation path PROmanage® NT Web: (optional)
Selection:
e Destination folder ("Browse" to change installation path)

e Next

Provision of downloads via PROmanage® NT Web:
Selection:
e Provide content as a download ("Select" to choose
source path)
e Port for PROmanage® NT website
e Start Web Service

e Next

Provide download: The entire content of a directory is stored on the system as a
ZIP archive.

...\Indu-Sol\PROmanageNTWeb\DownloadArea

Recommendation: For the later 2.4.2 Client installation it is recommended to

release the installation files for PROmanage® NT for download.

PROmanage® NT User manual
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Installation PROmanage® NT

PROmanage® NT

Link PROmanage® NT Web:

Selection for the creation of links:

e  On my Desktop

Create shortcuts for PROmanage® Web
2 Onimy Desktop e |n Start menu
CAN [ In Statt menu

. e Start

SEMV

WIRELESS

Indu-Sol GmbH phone: +43 34431 58180
Blumenstrae 3 fax:  +49 34491 581898 m
D-04625 Schmalin email: info@indu-sol.com

lllustration 2.4-12 Installation procedure

B PROmansges NT Installation progress PROmanage® NT:

e Next

M |Allow PROmanage® NT Collector to communicate through Windows Firew
Install driver for Indu-Sol Licence Agent

#5557 | |Confioure detabase comection
Checking and migrating database

Ty Install as a Windows
Copying files

CAN | Allow PROmanage® NT to communicate through Windows Firewall
Configure database connection

fles
(g Instaling PROmanage® NT WebServer service
P Starting PROmanage® NT WebServer
Lo Deployingfiles for web download
Alow PROmanage® NT Web to communicate through Windows Frewal

AN saving uninstaller
register software
Finished.
é Click on Next/Finished.
SEMV
weees | I
Indu-Sol GmbH phone: +43 34481 58180
Blumenstraie 3 fax: +49 34451 561899 m
04626 Schmolin email: info@indu-sol.com

lllustration 2.4-13 Installation procedure

Driver installation ATMEL

Mdachten Sie diese Gerdtesoftware installieren?

PROmanage® NT was previously licensed by means of a

Mame: ATMEL, Inc. Anschlisse (COM & LPT)
- Herausgeber: Atmel Norway

g license stick. If a license stick is available, the "ATMEL" driver
[ Software von "Atmel Norway" immer vertrauen nstallierer MUSE be inSta"ed-

@ Sie sollten nur Treibersoftware von vertrauenswirdigen Herausgel
festgestellt werden, welche Geritesoftware bedenkenlos installiert

PROmanage® NT User manual
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asur Please installa licence of PROmanage® NT with the help of the Licenc:
gy o
CAN
o>
@entuss Star Licence Agent |
FEY
WIRELESS

phone: +43 34431 58180
fax:  +49 34491 531898

Illustration 2.4-14 Installation procedure

[ Stat PROmanage® NT Collector Service after the installation is fi

CAN

Sensuspy

VAN
“

QEMV

WIRELESS

phone: +49 34431 58180
Blumenstraie 3 fax 49 34491 5818-99
D-04626 Schmaiin emai: info@indu-sol.com

lllustration 2.4-15 Installation procedure

Licensing PROmanage® NT:
PROmanage® NT is licensed using the additional
"LicenceAgent" software.
Selection:
e Start license agent
e Next
Note: Licensing can also be carried out at any later point in time
(3 Licensing).
Without a license, PROmanage® NT starts in demo mode and

the trap monitor is deactivated.

PROmanage® NT Start data collector:
Selection:
e Start service

e Finished

PROmanage® NT User manual

20



Installation PROmanage® NT

2.4.2 Client installation

B PRomanages N1 - x Select language:
e Select language

e Next

Indu-Sol GmbH phone: +43 34451 58180

lllustration 2.4-16 Installation procedure

End User License Agreement:
o Read license agreement
H " "
e Selection - "l agree
,w End User License Agreement A
e Next
s notice:
Ty Please read this notice and the following EULA carefully before accepting its terms.
CAN Use of the software is only possible if you accept the terms of the EULA by clicking
o the "I Agree" button (or "Ich stimme zu", etc.) when installing the software. In that
prove case only will the EULA between Indu-Sol as licensor and your company ("End User")
N as licensee come into effect.
If you do not agree with the terms of this EULA, please select the option "I do not
ﬁ agree" (or "Ich stimme nicht zu" etc.) when installing the software. Please note that
ithe installation process will then be canceled, and use of the software is not
OEW || e e e e O IS
wiketess | O |DoNotAgree @ | Agree
Indu-Sol GmbH phone: +49 34491 58180
34451 661899
ettt Ao oo W Not _fJ  Concel |
lllustration 2.4-17 Installation procedure
B PrOmanagee N1 = x Select PROmanage® NT components:
Selection:

e PROmanage® NT (Client)

e Next

e ~[] PostgreSQL Database Server
[ PostgreSQL ODBC driver for OPC servers)
CAN
oo
Gensuss

QEMV

WIRELESS

Indu-Sol GmbH phone: +48 34431 58180

Smm, WSSt T e T
D-04628 Schmdlin email: info@indu-sol.com

Illustration 2.4-18 Installation procedure
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Installation PROmanage® NT

PROmanage® NT

Indu-Sol GmbH phone: +49 34491 58180
fax +45.34491 5618-98
emai: info@indu-sol com

lllustration 2.4-19 Installation procedure

Setup wil install PROmanage® NT in : Toinstallina click
priooly Browse and select anather folder. Cick Next to continue.
CAN
oo
Destination Folder
Goenrus p
|C:\Program Fies\indu-Sol\PROmanageNT || Bowse. |
Space required: 84,1 MB
SeMv Space avaisble: $75GB
WIRELESS

i%%q. Create shortcuts for PROmanage® NT
- On my Desktop
CAN In Start menu
oo
Censuss
AN
2
SEMV
WIRELESS
Indu-Sol GmbH phone: +49 34491 58180
Blumenstralie 3 fax:  +49 34491 5818-99
D-D4825 Schmalin email: info@indu-sol.com

lllustration 2.4-20 Installation procedure

Installation path PROmanage®NT
Client:
Selection:
e Destination folder ("Browse" to
change installation path)

e Next

Link PROmanage®NT Client:
Selection for the creation of links:
e On my Desktop
e In Start menu

. Next

PROmanage® NT User manual
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Installation PROmanage® NT

T E x Configuration PROmanage® NT

SQL database server:

Selection:
e Step 1 - Server name
B vl (Name of the system on which the
:: s;b;?me P PROmanage® NT SQL database is
(X p— | installed)
& &w&mm;:em'owmm ‘ e Step 2 - Name of the database to
s Pt [rnesnee ! which the PROmanage® NT data
D RUSIEE  mremm e I collector writes'.

D-04625 Schmalin email: info@indu-sol.com

e Step 3 - User/password
e Start

lllustration 2.4-21 Installation procedure

1 only upper/lower case letters, numbers, _, no special

characters.
Hmﬂnese;ﬁ : X Installation progress PROmanage® NT:
N , | - « Finished

Gentusp

=
QEMV

weees | [I—

Indu-Sol GmbH phone: +49 34491 58180

e, Rl [
04825 Schmalin email. infoRindu-sol.com Finished Cancel

lllustration 2.4-22 Installation procedure
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3 Licensing

3.1

License dimensioning

The size of the required license is determined by the maximum number of decentralized data
collectors to be monitored. A certain number of license ports are required for each device, whereby

the following default values apply:

Number of license
ports Component
1 per switch port
ASi inspector CB-INspektor
EMC-INspector V2 INBLOX DP Diag Rep X1
8 INBLOX DP Diag Rep X4 INBLOX DP Diag+ Rep
PB-INspektor NT PB-INspektor V2
IP device CANobserver
INBLOX DP Diag Rep X2 INBLOX PA Diag+
16 iPNMA PN-INspektor NT
PN-INspektor V1 EtherNet/IP-INspector

The license is linked to the hardware and operating system of the system on which the

PROmanage® NT data collector is installed. A change to these can lead to the license expiring.

3.2 Licensing PROmanage® NT

The LicenceAgent software is responsible for licensing PROmanage® NT and other Indu-Sol software.
The LicenceAgent is stored within the PROmanage® NT installation routine on the system and can be
called up within it. If the LicenceAgent is accessible in another way, e.g. via a download
(https://www.indu-sol.com/support/downloads/software/), the licensing can be carried out at any time

(before and after the PROmanage® NT installation).

The PROmanage® NT data collector is always used for licensing. The LicenceAgent manual must be

observed in this context.

Once the license has been successfully transferred, PROmanage® NT is activated and can be used

without restriction.

PROmanage® NT User manual
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3.3 Function without license

Configuration Display SQL database / PROmanage® NT Data collector

If only the PROmanage® NT client is installed (2.4.2 Client installation), a connection to an SQL
database can also be established without a license in order to display the recorded data. If the
PROmanage® NT client has access to a PROmanage® NT data collector, it can configure this

according to its license.
Demonstration

If no license is installed for the PROmanage® NT data collector, a single decentralized data collector
can be monitored in this state, regardless of the number of ports. In this way, the simplest monitoring

scenarios can be implemented to familiarize yourself with individual functions of PROmanage® NT.

PROmanage® NT User manual
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4 First steps

41 Login

When you start the PROmanage® NT client, a login window opens. The default login data is

File Window
User: admin User admin N
Password: admin Password secce
Automatic login

PROmanage® NT User manual
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4.2 Add decentralized data collector
A device can be integrated into the monitoring via the device management of PROmanage® NT.
1. Opening the perspective Analysis
2. Opener for device management
3. Scan manually

4. Select device type

5. IP address
6. OK

7. Setup

8. Close

PROmanage® NT User manual
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4.3 Check / analyze recording

PROmanage® NT displays the quality of the monitored network in the form of a status graph. After

setting up a device, the first data point is visible after one minute:
1. Selection of the configured device
2. Automatic update
3. Select data point or time period

4. Check network data

L

Network overview

'
V- 18.07.2024 1601 - 18.07.2024 1612

8 industrial ethernet

promesh-p10x Jome

05 b

| srveisiog Cunent s (many ot | 20 |23

[0 | Srveiding Current Peak (max) (ma) | 42 | 1

AAAAARMAARMA

Port 10 (M)

Node matrx

18.07.2024 1528 - 18.07.2024 1612

ot i iy 720500000
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5 Program structure

The PROmanage® NT display is divided into four areas.

Current network condition

19.07.2024 10:32 Error-free for 20 minutes

19.07.2024 1007

19.07.2024 09:45

19.07.2024 09:36

19.07.2024 09:34

19.07.2024 09:31

19.07.2024 09:29

v
N
Q
)
@

3.

4.

Menu bar: Configuration of the PROmanage® NT system
Perspective bar: Selection of the program section to be operated
Perspective: Presentation of the selected program section

PROmanage® NT data collector: Status display of the monitoring status

The core element of PROmanage® NT operation is the perspectives:

Chronicle

Simple visualization of the current and historical network status
Analysis
Detailed display of network-relevant parameters for evaluating quality

Topology

Display of the network structure, for validation of the devices and localization of changes or faults in
the network.

Alarm management

Creation of actions when defined threshold values are exceeded

PROmanage® NT User manual
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6 Chronicle

6.1 Representation

The history shows the current and historical network status with the traffic light colors green, yellow
and red. The devices to be monitored must first be configured in the device management (11.6 Device

management) beforehand.

@ PROmanages NT- promansge

Current network condition
19.07.2024 10:32 Error-free for 20 minutes

19.07.2024 09:36 @
19.07.2024 09:34 .
V)

19.07.2024 09:31

19.07.2024 09:29

Each icon describes the network quality up to that point in time.

Valuation
the >75% 75% > 35% <35%
Network quality
Color symbol \ U
Questionable Bad
Network Good (usually without (usually with None
status disrupting disruption to data
production) production)

PROmanage® NT User manual
30



Chronicle

This color is also used as the background color in the status graph in the Analysis perspective. The
icons are not displayed in the Analysis perspective.

Ansicht 1

Zoom 2%

5

T e — — v e Y p— v T
19 Jul 08:15 08:30 0845 09:00 09:15 09:30 0945 10:00 10:15

L A S [ T TP —p—
10:30 1045 11:00 1m1s 11:30 11:45

To influence when the status of the network changes to a different range, the device management
(11.6 Device management), in the Monitoring window, the status graph calculation can be adjusted.

The limits of the color gradient (green: > 75%, yellow: 75% > 35%, red: < 35%) are fixed by default
and cannot be configured.

PROmanage® NT User manual
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6.2 Operation

Click on one of the icons to open a list view. This contains

1. State of the network

2. Period in which the condition was pending

3. Device concerned (worst first)

Double-click on the device to open the Analysis perspective (7 Analysis).

root

Dats collector stopped - I5-PB-20503:1968.

29.07.2024 15:36

No data available
Data collector stopped

20.07.2024 1536 - 20.07.2024 1539

I tame Woest |

tart coliecting

PROmanage® NT User manual
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7 Analysis

7.1 Representation

All records retrieved from the decentralized data collectors and stored in the PROmanage® NT

database can be displayed in the Analysis perspective. This perspective is used for analyzing and

troubleshooting.

Data collector stopped - IS-P8-20503:1968

1. Network overview (7.2 Network overview)

e By creating folders, a directory is created that groups and structures the devices to
be monitored.

e Selection of the folders or devices whose status is displayed in the view.
2. View (7.3 View)

e Representation of the stored network data as data points, which are summarized in
a graph describing the status.

3. Summary (7.4 Summary)
¢ Indication of the period selected for the summary

o When a folder is selected, shows the devices that have been grouped together in a
folder and their worst value or

¢ When a device is selected, shows the relevant network parameters, their values and
the worst value first

4. Navigation overview (7.5 Navigation overview)

e Selection of the time period to be displayed in the view

PROmanage® NT User manual
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5. Participant matrix (7.6 Participant matrix)

e Display of the participants belonging to the network (only available if provided by the
device - e.g. PROFIBUS-INspektor NT, PROFINET-INspektor NT, ...)
6. Legend
e Assignment of the color of the graph, with multiple selection (Ctrl + left-click in the
network overview on folders or devices)

Arrangement of the viewing window

The typical Windows window options are available and are referred to as views in PROmanage® NT.

Each view can be detached from the display grid, rearranged, moved and scaled. Closed views can
be reopened via the menu bar > Window > Show view and the display can be reset to the default
setting via the menu bar > Window > Reset perspective.

= aiX

History MBJUARaIySIS! Topology Alert management Messages (&9

Ansicht 1
o[e]. ] »

0

Summary

:vio\\j, U

: 30.07.2024 08:08 - 30.07.2024 12:19 ~4n

Name Worst
> romesh-p10x 104106 [ root =
1 proneis - fo-devicexb15b32 (%) 5
> ) INBLOX Past 10412 ol
> B iodevicepisbaz 104123 | T | nsLox past () 30
> [ promesh-p20 104 \ ‘ '!prnmsh-pzﬂ(%) 80
b | ‘ | [promesnpioccs [ 100
|
|

| 'l “ | i 30.07.2024 08:08 - 30.07.2024 12:19

| | ® Auto

301010900 1000

Node matnix| Node statistics SUmmany Connection Statistic
Data collector running - IS-PB-20503:1988
lllustration 23Window view
'] If you drag one window over another, an icon appears to position the
D - window at an edge or to merge the two into a group.
LT

I -
Icon 1: Window

positioning
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7.2 Network overview

The network overview provides a structured display of the devices to be monitored in the form of a
directory tree.

im e W@
4 Groot

> i promesh-p10x 1041.0.6
> @ INBLOX Past 1041.2.11

Q
o
>
(7]

= & | 0@

Switch between hierarchical view and grouped view (network type)

Reduce device tree

Opens the device management (11.6 Device management)

Creates a "New folder" in the network overview

% &R 6
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Network overview

e | @ @
4 (g root
4 (g Sample_Machine
(@ Front of line
(@ End of line
b i promesh-p10x 10.41.0.6
b ' promesh-p20 1041.0.2
> &) INBLOX Past 1041.2.11

Network overview

im® | WO @,
- D root
4 (g Sample_Machine
(@ Frontof line
> i promesh-p10-plus 10.41.0
> n promesh-p10-plus-2 1041

(@ End of line

> i promesh-p10x 10.41.0.6

@} PROmanage® NT - promanage

File Window Help

=l =

The overview can be structured by creating
folders. Right-click on folders or devices to

rename them.

Folders and devices can be moved to a different
position (sequence) or to a different folder

(grouping) using drag and drop.

Changes must be finalized and saved

PROmanage® NT User manual
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Selection

The drop-down menus for folders and devices are used to display down to the lowest parameter. The

selection made here is loaded in the view. Multiple selection of up to four units is possible with Ctrl +
left-click.

vy R Tocicay Alert mansgement Messages

Summary

i
31.07.2024 0951 - 31.07.2024 1003
Neme

T lo-devicent15632 (%)

“©
W [promesh-p20 (%) 8
B | promesh-b16 (%) 00
B [promesnptopis oo | 100
B 100

00

00

promesh-p10-plus-2 (%) | 1

1 [promesh-prox

23 | metox past %)

>
>
>
>
>
>
>
>
>
>

31.07.2024 0809 - 31.07.2024 10:19

PP P PO P

Data collector running - IS-98-20503:1968 Stop colecting

lllustration 24: Selection in network overview
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Right-click on a device or folder to open a dialogue box.

To website Opens a web browser and attempts to call up the IP address of the
device
New folder Creates a new folder to structure the view
Open device management Opens the device management (11.6 Device management)
Delete device Deletes the device completely from the list of devices to be
monitored
Rename Changes the display name
Copy state graph settings State graph copied
v X
4« W (g root

v ' promesh-p20 1041.0.2
n promesh-b16 1041.0.8
> (@ Sample_Machine

Copies the calculation basis of the state graph (11.6.4 Monitoring).

A view then opens in which you can select which devices should
receive the same settings.

Min/max view

Parameter selection for [ io-devicexo15632

Please select timeframe:

31072024 1033 #] 310720241143
Please select parameter type:

A Ercor rate

B IN Discards

() IN Errors

$2 Link State

& oUT Discards
() OUT Errors
@ speed

[ state graph

© Unovailabilty counter Switch/PROFINET device

Please select display type:

mmmmmm

oK Cancel

Opens a window for selecting a parameter and time period. Press
OK to check all underlying parameters and, depending on the
selection, the highest values are displayed.

The legend shows which value and port is displayed.
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7.3

View

The data points of the selected folder or device are displayed in the view and connected to form a

graph. In the summary displayed next to it (7.4 Summary), the devices belonging to the folder or

parameters belonging to the device are displayed depending on the selection. The time reference of

the summary depends on whether a point selection is made (Point selection). If no point is selected,

the entire graph displayed is used for the evaluation. How strongly the status graph reacts to changes

can be determined in the status graph calculation (State graph calculation) can be set.

Ansicht 1

B -

= =
© 0.8 1 Q [8].#F] Zoom 79 : 31.07.2024 13:08 - 31.07.2024 1431 ~ 1 hour 22 minutes
] Name Worst
[i root
mfﬁ ' e " io-devicexb1532 (%) 40
)\ A
\ I\ | \ | promesh-b16 (%) 100
[\ |
\ [N\ | ] | promesh-p10-plus (%) | 100
o \ [
x/‘\ | N\ \ promesh-p10-plus-2 (%) | 100
[ A
)

promesh-p10x (%)
promesh-p20 (%)

INBLOX Past (%)

100

100

100

Illustration 25: View

Icons

© ¢ _[® »

One-time update of all displayed data

ke & O

» -

Continuous updating of the data as soon as the PROmanage® NT data collector writes

o | O

new values to the PROmanage® NT database

@]

Navigation in the view (Navigation in the view )

Marker options (Marker)

A

kol Reset the zoom to the entire period according to the navigation overview

D\ Zoom option

J~ | Point selection
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39



Analysis

Navigation in the view

Options:

Left-click and hold > Move the graph (horizontal axis)

Scroll mouse wheel > Zoom in / out of the graph

Point

selection > Data point selected / not selected > Display in summary

Marker

Markers are used to add further information to the displayed graph. The marker is linked to the time

at which it was created.
f Activate the marker function (automatic update is deactivated)
Lk
LJ Showing and hiding the markers
*s .
L Removing markers
[ catout -| Selecting the marker type

Example: Marking an event in the status graph.

e~

0 0. i@r | hnald].iz. Zoom 93%
E root

100+

754
£ 504

254

| e due
o
31Jul 1520 1525 15:30 1535 15:40 15:45
Time

lllustration 26: Example marker
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Point selection

If a point is selected, the exact values of the vertical scale are displayed next to the cursor. The

selection also determines the display in the summary.

Ansicht 1

o 6 i&lr | i8] Hz]. Zoom 99%
m root

100

75+
_—

01.08.2024 08:20:00
1 = 80 % [ root
25+ Jb
od
T T T
1Aug 08:15 08:20 0825 08:30
Time

Axles

The horizontal axis always represents the time scale and is given in minutes, hours or days.

T
31 Jul 00:00

Time

T
1 Aug 00:00

Depending on the selection in the navigation overview, the vertical axis displays either a quality value

in per cent or the specific value of the selected element as a summary of several summarized

parameters.
100
100 il i
< 0= o
< 80— UP_
T3- T
i 70-
) 12
s 504 | E E 10
g 04 [ 1
i 502 -
25= S
- 7 | Down=
T 40—
o
| 30—
o 12
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7.4 Summary

The summary shows all parameters that are summarized in the view to form a data point and form the
graph. Which values are displayed depends on which element is selected in the network overview

(7.2 Network overview) is selected and which time range is displayed in the view.
Time domain

If no individual data point is selected, the values of all data points are summarized and listed. The top

line shows which period is actually shown in the table.

1
¢ 01.08.2024 13:00 - 01.08.2024 14:04 ~ 1 hour 4 minutes

When a data point is selected, the values at this point in time are displayed. In this case, the time

period is one minute.

'<)' 01.08.2024 13:30-01.08.2024 13:31 ~ 1 minute

PROmanage® NT User manual
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Representation of the values

Which values are displayed in the table depends on the selection in the network overview. The worst

value is displayed first and in red in the table.

Example:

PROmesh P10X Switch

-: » 08.08.2024 12:00 - 08.08.2024 13:00 ~ 1 hour
Name Min  Max
Shielding Current Peak (max) (mA) 27 118

A Power supply (V) 2377 | 2379

A Power supply 2 (V) 0 0

@ Unavailability counter 0 0

[l | shielding Current RMS (max) (mA) | 16 21

a‘ Device temperature (*C) 38 38
Name Worst Discai Errors Speec Netw:

<3 |Port1(TX) (100 (0O 0 100 | 0,02
<3 |Port2(TX) (100 (O 0 100 |04
<€: | Port 3 (TX)

<€ | Port 4 (TX)

<€ (Port5(TX) | 100 |0 0 100 (037
<€ | Port 6 (TX)

<€ |Port 7 (TX)

<€ | Port 8 (TX)

<€ | Port 9 (TX)

<€ | Port 10 (TX)

lllustration 27: PROmesh

Selection

Example:
PROFINET INspektor® NT

Example:
Folder

( : > 08.08.2024 10:35 - 08.08.2024 11:05 ~ 30 minutes { : > 08.08.2024 11:30 - 08.08.2024 11:55 ~ 25 minutes
Name Min Max Name Worst
Unavailability counter 0 1 *  promesh-p10x (%) 87

1B | High priority alert 0 0 B | promesh-p10-plus ) | 100

| Low priority alert 0 0 B | promesh-p10-plus-2 () | 100

x Bus node failure 0 0

o% | Releases 0 0

o Bus node restart 0 0

g | Errors 0 0

(1) | Telegram gaps 0 0

§-p | Load ratio (Profinet / 1IP) 1 500

&= | Telegram overtakes 0 0

Z | Telegram jitter (%) 6 8

ﬂé Device temperature (°C) 53 53

3 | Broad and Multicast telegrams | 56 77

@. Update rate (max) (ms) 130,51 | 138,69

@. Update rate (min) (ms) 2 2

N, | Network load (max) (%) 0 0

N | Network load (%) 0 0

Illustration 28: PROFINET

INspektor® NT

lllustration 29: Folder

Double-click on a value to open a new view in which this value is displayed as a graph.

Ansicht 1

0 ¢.i@~7 | v iZ.

] 888 crofinetinspekiornt

L/

.

09.08.2024 08:10 - 09.08.2024 0825 ~ 15 minutes

0220 Q X =my |t A 8« »»

Telegram gaps
Load ratio (Profinet / 119)
Telegram overtakes.
Telegram jiter (%)

Device temperature ('Q)

Broad and Multicast telegrams

Update rate (max) (ms) 13039 | 13376 |
Update rate (min) (ms) [ 2]
Network load (max) (%) D
Network loed (%) o o
Unavadability counter o o

Broad and Multicast telegrams < profinet inspektor ot
1

Aug 0018

fl
Zoom 100% <" 09.08.2024 0810 - 09.08.2024 0825 ~ 15 minutes

Name M Max

38 | Broad and Multicast telegrams | 59 | 84

ax oazs

lllustration 30: Selection of a value
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7.5 Navigation overview

The navigation overview is used to set the time range to be displayed and evaluated. A maximum time
range of 7 days is displayed. The time can be set automatically or manually (selection in the top right

window).

The selection "Auto." (Automatic) sets the time range so that the last recorded data point is displayed
and up to 7 days before that. If there are fewer data points available, the time range is automatically

selected shorter according to the available data points.

When setting manually, a date can be selected using the keyboard or the calendar symbol. This date
then represents the center of the time range. Grey horizontal lines are visible on the left and right,
which can be moved by dragging and holding the left mouse button. In the View view (7.3 View) and

Summary (7.4 Summary), the time range that is shown in white in the navigation overview is always

displayed.
26.08.2024 07:37 - 26.08.2024 09:17 @ Auto

lllustration 31: Navigation overview
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7.6 Participant matrix

The device matrix is only available for devices that provide additional information on monitored devices

(e.g. from PROFIBUS-INspektor NT, PROFINET-INspektor NT, ...).

The overview shows the addresses that are monitored by the device. The device matrix of the

PROFINET INspektor® NT is shown as an example:

12.08.2024 12:20 - 12.08.2024 13:15

o -- -

~ 55 minutes

Node matrix Node s

lllustration 32: Participant matrix PROFINET INspektor® NT

The condition of the devices can be read from the coloring of the participants.

External diagnaosis / Internal diagnosis / Errors / Telegram gaps / Jitter >= 50%

Device
Bus node fallure / Restart

Device

Acyclic bus node

lllustration 33: Colouring PROFINET INspektor® NT
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Node io-devicexb15b32 - 10.41.2.3 (00:1B:18:25:71:9D)
High priority alert
Low priority alert
Telegram gaps
Bus node failure
Errors
Telegram overtakes
Telegram jitter
Update rate

221ms  Update rate (max)
0% Incoming Network load (max)
Comroller 0 % Outgoing Network load (max)
insctive 0 Releases

0 Bus node restart
Node matrix' Node statistics

lllustration 34: Details PROFINET INspektor® NT

Participant statistics

The participant statistics are a view (Arrangement of the viewing window), which in the default setting

is linked to the subscriber matrix (7.6 Participant matrix) in the default setting. This can be displayed

by selecting it in the bottom line of the group.

A parameter is selected in the upper section via a drop-down menu. Below this, the monitored
participants are listed, their values and a bar chart are displayed. This view shows which subscriber

is most frequently affected or has the greatest deviation.

Node statistics

12.08.2024 13:57 - 12.08.2024 16:05 ~ 2 hours 7 minutes
| Telegram jitter M|
MAC Address IP address Name Value =
00:18:18:25:71:9D | 10.41.2.3 i0-... 10
00:18:18:36:88:DC | 10.41.2.15 x208 7
50:61:D6:03:AD:61| 10.41.0.5 promesh-p10 | 6 =]
50:61:D6:07:88:93 | 10.41.0.2 promesh-p20 5 [
50:61:D6:08:C3:ED  1041.0.8 promesh-b16 1 l

50:61:D6:02:EF:B7 A 1041.0.6 promesh-p10x 1 B

50:61:06:06:38:C1 | 10.41.0.3 promesh-p10-... | 1 [ |

50:61:06:05:€8:2C | 1041.0.1 promesh-p9-plus | 0 v

Node matrix [Node statistics

lllustration 35: Participant statistics PROFINET INspektor® NT
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7.7 Legend

By selecting up to four folders, devices or parameters in the network overview (7.2 Network overview),
their graphs can be displayed in the view (7.3 View) can be displayed on top of each other. This makes

it possible to recognize connections between graphs.
The legend describes which color is assigned to which selection.

By additionally activating the point selection (Point selection) further improves the clarity and

comprehensibility of the correlations between the values.

With multiple selection, you can choose between the graphs in the view using the arrow buttons at the

top right. The selection determines which graph moves to the foreground and is displayed in the

summary.
Ansicht 1
¢ 0. ’ l"I- ‘Z.J- Zoom 100%

industrial ethernet ‘

wl W W promesh-p10x

75+ 12.08.2024 11:34:00

= 117 mA Shielding Current Peak (max)

- 87 % i promesh-p10x (10.41.0.6)

# 504

25+

T v v v T v v T T T v v T v T v T v v T T v v T v v v T v T T v T
12 Aug 11:10 115 11220 125 11:30 1135 11:40 1145

| Key

— ‘ ‘ Shielding Current Peak (max) promesh-p10x

—‘ i ‘ promesh-p10x ‘
lllustration 36: Legend
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8 Topology

8.1 Representation

The Topology perspective is used to visualize the current, actual network structure. The topology is

supplemented with network-relevant information that helps to localize anomalies quickly. The topology
cannot be determined independently by PROmanage® NT. It can either be imported manually (topo

file from PROscan® Active V2 or PROFINET INspektor® NT) or continuously queried by a PROFINET
INspektor® NT or PROscan® service.

HE@P & OO0, @O . 00 '
)|
: i ekiciciaiin i
'| s
g en
ol "
1 [ 3.
$ 2.
2 i 0231016715
s o
i |
° = s u
o B -9 CI)
-4 B <4 ¥
P A Y
v s i ®
» o« @000 000000000
—
(%] @ T
Actions  Validation  Devicetype Paddress Y Subnet  Gateway  MACAddre * Name
[ - 282 o2 .
= [ 2850 010 .

B s

sissani Baiaie Asrme
2 E S S TT M I | 5
[Devicaist] Port List
Dats collector uning - 1576205031988

lllustration 37: Topology

Stop collecting

1. Network overview (8.2 Network overview)
e  Same presentation as in analysis (7.2 Network overview)

e Topologies are always assigned to an element of the network overview

2. View (8.3 View)
e Displaying and editing the topology
e Visualization of changes and events in the topology
e Timeline for displaying the scan times
3. Data (add links for subitems)
e When selecting a device: Display of the device information

4. Diagnostic data

e When selecting a device: Display of the information of the PROFINET INspektor® NT
that monitors this device
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5. Summary

e Information about the PROFINET INspektor® NT

6. Device list

e Tabular listing of detailed device information

Arrangement of the viewing window

Identical, as in analysis (Arrangement of the viewing window).

8.2 Network overview

The network overview is identical to the analysis (7.2 Network overview). In the Topology perspective,
the network overview is used to assign the topologies. A manually imported topology can be assigned
to any element. Each PROFINET INspektor® NT or PROscan® service can be assigned a topology
via the device management (11.6 Device management) so that an available topology is retrieved at
regular intervals.

8.3 View

The topology is displayed and edited in the view. If diagnostic data from the PROFINET INspektor®
NT is available for PROFINET IO devices, a color bar indicates the device status.

g - 00 L@, ¢ ¢ P g

1|
8
a

b
4 &

Y @

oo @liooWEc o 8

| | / |
[
==

09
» <« 0000000000000 L=

lllustration 38: Topology view
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Icons - Menu

HEo@ & 800 &H@T 0 6 7

Fitting topology into screen

Multiple selection with selection frame (hold down the SHIFT key)

Multiple selection with mouse click (hold down the CTRL key)

Rearrange topology (tree structure, circular tree structure, circle)
Show/hide difference to (previous) reference topology

Set current topology as reference for comparison

Condition assessment from INspektor data (period selection)

Import topology

Remove topology

Rescan topology (immediate topology scan by PROFINET INspektor® NT)

Refresh (loads the last saved topology into the view)

NGB | ] CHoReXe R RN |

Update automatically (as soon as a new topology is available)

Search for all values in the device list

)

Switch editing mode on/off
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Icons - Topology

10.41.0.1

Active" status, no events (evaluated by PROFINET INspektor® NT)

promesh-p9-
plus

104123
w

io-
devicexb15b32

Warning" status, critical events (evaluated by PROFINET INspektor® NT)

10.41.06
oo
D

Error" status, failures detected (evaluated by PROFINET INspektor® NT)

promesh-p10x

Port change recognised

r—l—v-
Connection interrupted
Connection newly recognised
. Device newly recognised

Icons - Timeline

08

09 10 11 12
b < ®@ ® & 0000660006066 0 0 0 06 0

. Topology data point
. Selected/displayed topology
. Reference topology
» Auto-play topology (every 10 seconds)

<> Select next/previous topology data point

= Zoom in timeline
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The devices in the topology can be reorganized using drag'n drop. The arrangement of the topology

is transferred to all topology data points.

Right-click on a device to select it as the root node and then click on the Rearrange topology icon to

automatically rearrange the topology.
In edit mode, additional frames, texts and a background image can be added to improve clarity.

Right-click on device

Right-click on a device to open a drop-down menu.

Go to selects the device in the network overview

Go to the analysis opens this device in the perspective analysis

Go to alarm management opens this device in the alarm management perspective

Set as root node shows this device at the top, when selecting Rearrange topology

If the device is not entered in the network overview, only the Set as root node selection is available.

10.41.0.6 . li

Go to
Go to analysis
Go to alert template

Set as root node

promesh-p10x

lllustration 39: Right-click on device
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8.4 Data

When a device is selected in the view, all device-relevant information is displayed in the Data view.

A different image for the device can be selected via the drop-down menu next to the device image. If
there is no suitable device in the image database, a new image can be imported via the menu bar
File 2 Image rule management (11.7 Image rule management).

By selecting Exclude device from topology comparison, this device is no longer displayed in red if it is
no longer present in a later topology data point.

If changes in the port assignment are detected when comparing the displayed and reference topology,
an additional information field appears.

. .
1
1
[J Exclude device from topology comparison [J Exclude device from topology comparison
Notes Port changes
Edit (1 0]
MAC Address Notes
50:61:D6:06:CA:C8 Edit
1P address MAC Address
1041.04 50:61:D6:08:C3:ED
Description IP address
PROmesh B8/V1.1.0.3 build 20230712T766D/1.0 1041.0.8
Name Description
promesh-b8 promeshb16 114110510 123456
Location of Installation TN T 1O
Home of PROmesh v Name v
lllustration 40: Topology Devices Data lllustration 41: Topology Devices Data Change
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8.5 Diagnostic data

When a device is selected in the view, PROFINET-specific parameters are displayed in the Diagnostic
data view. The data can only be displayed if the topology contains data from the PROFINET
INspektor® NT.

Diagnostic data

1041.0.2 Parameter Value

e High priority alert 0
Low priority alert 0
Telegram gaps 0
Bus node failure 0
Telegram overtakes 0
Errors 0

promesh-p20 Telegram jitter 2%

Update rate (max) 130,09 ms
Update rate 128,01 ms

Incoming Network load (max) 0 %
Outgoing Network load (max) 0 %
Releases 0

Bus node restart 0

lllustration 42: Topology diagnostic data
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8.6 Summary

The summary shows network-relevant parameters. The data is presented in the same way as in the
Analysis perspective in the Summary view (7.4 Summary). Therefore, the selection in the network
overview (folder, device, ...) determines which data is displayed. The time from the currently displayed
topology to the previous one is automatically set as the time period for the display. The evaluated time

period can be read in the second line of the view.

: 25.08.2024 10:50 Current
Name Min  Max =

o% | Abmeldungen 0 0

N | Netzlast (5%) 0 0

& | Hochpriore Alarme 0 0

& | Niederpriore Alarme 0 0

G- | Lastverhaltnis (Profinet / 11P) 1 500

[ | Geratetemperatur (*C) 53 55

2 | Broad- und Multicast Telegramme | 102 | 3981

@ | Aktualisierungsrate (max) (ms) | 130,54 | 139,93

| Aktualisierungsrate (min) (ms) 17 199 =

Summary | Main Modules Expansion Modules

lllustration 43: Summary (topology)

Main modules

The Main modules view is summarized into a group in the default setting and can be selected in the
bottom bar. It is used to display all relevant information required to recognize differences in the
versions of identical devices. Devices of the same type but with different software versions are
highlighted in red.

Core Modules Order Number Eud 3 b < Serial Number Device Count
Version Version
IM151-3 BEST 1571-3AA23-C V7 0.1 6 S C-CTTD0246201. 1
INBLOX Ethernet-k 124060000 v2016.08.4 2100151 1
PB-INspektor NT | 124010020 2.0.1.109 1.1.06 00000186 1
PN-INspektor NT | 124030100 23.1.203 v2.9.18 00000073 1
promeshbi6 114170510 viio 1 123456 1
promeshb8 114110501 V1.1.0 1 00009012 1
promeshp10 114110200 V1.0.0 1 231351456 1
promeshp10+ 114110204 V11.0 1 00004907: 000049 2
promeshp10x 114170210 Viio 1 723000549 1
promeshp20 114110022 V1.1.0 1 0000023492 1
promeshp+ 114110194 V1.1.0 1 00002601 1
PROscanActive 117000014 24.0.358 1
SCALANCE X-200 | 6GK5 208-0BA10-Z V3.2.2 6 VPC2502118 1

Summary |Main Madules| Cxpansion Modules

lllustration 44: Main modules (topology)
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Extension modules

The Extension modules view is also used to recognize differences in versions of identical devices and

refers to modules that are subordinate to the main module.

Expansion Modules

Order Number . il Serial Number Module Count 5
Version Version

© M151-3

6EST 151-3AA23-0AB0 5 S C-CTTD02462012 1
+ promestb1s

114110510 V110 1 123456 1
- promeshbd

114110501 V110 1 00009012 1
- promeshp10

114110200 V100 1 231351456 1
+ promeshp0+

114110204 V110 1 00004507 00004908 2
- promeshpi0x

114116210 V110 1 723000549 1

Summary Main Modules [Expansion Modules

lllustration 45: Summary (topology)

8.7 Device list

In the device list, all devices contained in the topology are listed in a table and their device-specific

information is listed.

=
Validation  Device IPaddress Y Subnet Gateway  MACAddress  Name Y Hardware Version  Software Version  Revision Number  Device Type Name Y Serial Number
type y ype
‘%%9 104125 255.255.2400 0.0.00 50:61:06:00:21:42 | profinet-inspektor-nt v2.9.18 250239 PN-INspektor NT 00000073
+ X aoEell 04123 255.255.2400 1041.15.254 00:1B:1B:25:71:9D | io-devicexb15b32 6 V701 IM151-3 S C-C7TD02462(
+ i%%%’%i’ 104104 255.255.240.0 1041.15.254 50:61:D6:06:CAC8  promesh-b8 1 V110 promeshb8 00009012
+ i%%%ﬁ? 104107 255.255.2400 1041.15.254 50:61:D6:06:38:86  promesh-p10-plus-2 1 V110 promeshp10+ 00004907
+ i%%%‘%@ 104103 255.255.240.0 1041.15.254 50:61:D6:06:38:C1  promesh-p10-plus 1 V1.1.0 promeshp10+ 00004908
+ i%%%g 104105 255.255.2400 1041.15.254  50:61:D6:03:AD:61 | promesh-p10 1 V100 promeshp10 231351456
+ i%%%%! 104106 255.255.240.0 1041.15.254 50:61:D6:02:EF:87 | promesh-p10x 1 V110 promeshp10x 723000549
+ i%%%%‘-' 104102 255.255.240.0 1041.15.254 50:61:D6:07:88:93  promesh-p20 1 V1.1.0 promeshp20 000003493
+ ;%%‘%L' 104101 255.255.2400 1041.15.254 50:61:D6:05:E8:2C  promesh-p9-plus 1 V1.1.0 promeshpd+ 00002601
+ i%%%%‘l 104108 255.255.240.0 1041.15.254 50:61:D6:08:C3:ED  promesh-b16 1 V110 promeshb16 123456
i%%%%‘l 104121 255.255.240.0 1041.15.254 00:1B:1B:24:1E:81 | s7-300 $7-300
+ ﬁ%%%? 1041215 255.255.240.0 1041.15.254  00:18:18:36:88:DC | x208 6 V522 SCALANCE X-200 VPC2502118
10410123 SAEETSOBSA0S | I5-PB-20503 240358 PROscanActive
104126 50:61:06:00:40:80 | PB-INspektor-PaSt | 1.1.0.6 20.1.109 PB-INspektor NT 00000186
1041211 50:61:D6:00:11:51 | INBLOX Past V2016084 INBLOX Ethernet-Kopfmodul 2100151
4 »

Device List| Port

lllustration 46: Device list
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Icons
Shows devices from the last topologies of all selected devices/folders
Export as CSV file
Display of associated extension modules
Actions

Drop down:

e Display device in topology
e Open the website of the device in the web browser (only if IP address

available)

Validation

No validation rule applies
v Validation rules fulfilled
x Validation rules violated

Filter column

Device validation

Via the menu bar> Topology Device validation (11.8 Topology device validation), rules can be

described as to which devices are permitted in the network.
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Operation
Use the key combination Ctrl + F to open a search field at the top to search for any values in the table.

The table can be filtered using the filter symbol in the first line, either by selecting existing IP addresses
or by describing filter rules.

hd

Select All >

1041.0.1 -~
1041.0.123
1041.0.2
1041.0.3
1041.04
1041.0.5
1041.0.6
1041.0.7
1041.0.8
1041.2.1
1041.2.11
1041.2.15
104123

4N 24" C

Show rows with value that

Is equal to ¥
aA
And bt
Is equal to v
aA

Filter Clear Filter

Illustration 47: Filter device list

Right-click on a column in the top row to sort the table in ascending or descending order.

IP address “

lllustration 48: Column sorting
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Port list

The port list is a view (Arrangement of the viewing window), which is grouped with the device list in

the default setting. It can be displayed by selecting it in the bottom line of the group.

The table shows all ports that can be queried in the network and their values, with information on
connection type, properties and quality.

Port List

Send Remote Discards  Discards Errors  Errors  Octets Octets

Actions  Number Name  Connected With lineType  Cable Designation  Length  pobc o o0 polllh dget  ConnectionType o o0 o I e o Ohmic Resista

+ (profinet-inspektor-nt)

¢ (|1 port-active | (promesh-p10-plus-2) Copper NotSupported | 0 (] 0 [ 32203035 | 186737286 0

+ (io-devicexb15b32)
¢ vl 1 port-001 | (promesh-p9-plus)  Copper 100BaseTXFD [ 0 0 0 3023370587 3148377490 0
~ (promesh-bg)

# 1 port-001 | (promesh-p20) Copper 100BaseTXFD 0 0 0 0 128060043 | 110915207 |0
o vl 4 port-004 | (promesh-p10) Copper 100BaseTXFD 0 0 0 [ 58448277 76034064 0

+ (promesh-p10-plus-2)

Bl 1 port-001  (s7-300) Copper 100BaseTXFD 0 0 0 0 3588105174 3397674389 0

v| 4 port-004 | (promesh-p10-plus)  Copper 100BaseTXFD 0 0 0 [ 3361636481 3857696108 0

vl 8 port-008 | (INBLOX Past) Copper 100BaseTXFD 0 0 0 0 138820465 24287639 0

o |2 port-002 | (profinet-inspektor-nt) Copper 100BaseTXFD 0 0 0 0 192490637 33783713 0

< »

Device List [PortList

Illustration 49: Port list

Use the key combination Ctrl + F to open a search field at the top to search for any values in the table.
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Alarm management

9 Alarm management

Alarm management is used for the organized notification of different users. Alarms can relate to
different areas (9.2 Network overview) or due to different events (9.3 Available parameters),

notifying different groups of people (9.4 Available actions).
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9.1 Presentation

In the alarm management perspective, threshold values are defined and scenarios are developed on

how to react to events in monitored networks.

Available alert templates

Ou

1P device

BlEinin

lllustration 50: Alarm management

Data collector running - IS-PB-20503:1988.

Configuration of an alarm

1. Selection of a device or folder for which an alarm is to be created
(9.2 Network overview)
2. Selection of a device type, display of the threshold values suitable for the device type
e Drag'n drop available threshold values into available alarm templates
(9.3 Available parameters)
3. Selecting an action
o Drag'n drop available actions into available alarm templates
(9.4 Available actions)
4. Grouping threshold values and actions into an alarm template
(9.5 Available alarm templates)
Display of active alarm templates

Deleting active alarm templates

Arrangement of the viewing window

Identical, as in analysis (Arrangement of the viewing window).
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9.2 Network overview

Alarm templates always apply to a device or folder. The available alarm templates relate to the current
selection in the network overview. To create an alarm template, an element of the network overview

must first be selected.

Network overview

=S W F @
4 (g root

> [a Sample_Machine
b ‘ profinet-inspektor-nt 1041.2.5

lllustration 51: Alarm management network overview

9.3 Available parameters

Depending on the selection of a device type (left), the available parameters for the selected device
are displayed (center). By left-clicking, drag'n drop, threshold values can be transferred to the
Available alarms view (right). There they can be summarized into groups or several templates can be

created, depending on where the transferred threshold value is stored.

Dats collector running - 15-PB- 20503198

lllustration 52: Creating alarm templates
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Alarm management

9.4 Awvailable actions

If no action is selected, alarms are triggered when threshold values are exceeded in the active alarm
templates (9.6 Active alarm templates) under Notifications (10 Notification). If a message is to leave

the system, actions can be preconfigured in Available actions.

Create a new action

Left-click on a New ... action to open a dialogue to assign parameters for the action.

Available actions

New email action
|Eima,,m,c,n1 I Edit action X

New SNMP trap action

Name i acti
New user-defined action Email action 1

new topology scan action To
Subject | Threshold exceeded at {Devicelnfo} ({Parameter})

Ok

lllustration 53: Preparation of an action

Configuring a new action

Depending on the action, other parameters must be specified or requirements observed.

e e ey Sends an e-mail to one or more recipients. Additional recipients are
separated by spaces.

Prerequisite: Setting SMTP (11.10.1.1 E-mail server configuration)
Multiple recipients by separating the addresses with spaces

Sends an SNMP trap to a trap receiver.

Test under Settings (11.10.1.2 SNMP trap receiver)

Starts an application on the PC.

Test under Settings (11.10.1.3 User-defined action)

Starts a topology scan by a PROFINET INspektor® NT.

Can only be configured for PROFINET INspektor® NT or PROscan

New SNMP trap action

New user-defined action

new topology scan action

Service.

PROmanage® NT User manual
63



Alarm management

Apply a new action

Prepared and configured actions are transferred to available alarm templates via drag'n drop.

Available actions Available alert templates
I New email action I p—— —
- E-Mail an Servica Default Indu-Sol Template
New SNMP trap action @ Unavailability counter 2 5
New user-defined action . :
E-Mail an Instandhaltung PROmesh device configuration changed
new topology scan action — —
— — Alarmvorlage 1 )
E-Mail an Bedienea A High priority alert > 1
=
o x Bus node failure 2 1
e:l SNMP TRAP an a ) Telegram gaps 2 1
—
— &= Telegram overtakes 2 1
(=] Execue routinea E Telegram jitter > 50 %
—
pr— 0 Bus node restart 2 1
o R Topologie-Scaa &) Unavailability counter 2 1
= —
Alarmvorlage 2 =
ate graph < 60 %
‘_1_ N —_—
E-Mail an Instandhaltung
— e
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9.5

9.6

Available alarm templates

The view shows prepared alarm templates that are not yet active.

By adding further threshold values (9.3 Available parameters) or actions (9.4 Available actions) in
an existing alarm template, these are bundled into groups. Depending on where the parameter is
stored in the view, a new template is created or an existing one is extended by that parameter. In this

way, templates can be created for different alarm strategies.

The values of the element can be configured by left-clicking on the name of the template or a

parameter.

Available alert templates

— —_—

Default Indu-Sol Template
@ Unavailability counter 2 5
PROmesh device configuration changed

@ High priority alert > 1 @

x Bus node failure 2 1

1) Telegram gaps 2 1 o

& Telegram overtakes 2 1

X Telegram jitter 2 50 %

O Bus node restart 2 1
I X Telegram jitter Telegram jitter = 5000 T %
@ Unavailability counter 2 1 & ‘cegans 9 J ?

— <
stategraph surveillance Apply this change

|2 state graph < 60 %

lllustration 54: Edit alarm template

Created templates can be transferred to active alarm templates via drag'n drop.
Active alarm templates

All templates stored here are active. This means that if one of the threshold values is exceeded, an
alarm is triggered via notifications (10 Notification). If the template also contains actions (9.4 Available

actions), these are executed.

Pay attention to which element in the network overview (9.2 Network overview) is selected because
active alarm templates only ever apply to this element. For example, a template can be created for a
folder and then applies to all devices contained in this folder. If the template is moved to Active alarm

templates when an individual device is selected, other devices are not affected.
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9.7 Wastepaper basket

The elements dragged here by drag’n drop are deleted.
10 Notification

In the Notifications perspective, all system, subscriber, trap and device messages are summarized

and listed in an alarm overview.

e System messages: Messages from the PROmanage® NT software, e.g. errors during scan,
initialization of the data collector, ...

o Participant messages: Exceeding an active alarm template (9.6 Active alarm templates)

o Trap messages: If the trap receiver is activated, the traps that are received are listed in the
notification window (11.10.1.2 SNMP trap receiver).
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Notification

View

=S| @@ A

T Postbox: (203) 3. "
> (@ Sample Machine l f
> & profinet-inspektor-nt Only show unconfirmed

¥ 20 2 2 23 24 25 26

. messages A maximum of 1000 elements of the selected fiter will be displayed.
Message type | Message Date <
Active timeframe
System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:57:16
1. System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:56:16
™ System System Scan failed at device profinet-inspektor-nt 10.41.2.5  26.08.2024 11:50:04
' Threshold System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:49:00 4.
System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:48:00 b
¥ Tap System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:47:01
v Device System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:46:00
System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:45:00
System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:44:00
System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:43:00
Confirm all System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:42:00
System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:41:00
Update Threshold exceeded profinet-inspektor-nt
Threshold ::I"‘:“"' Unavaliabiity couter 26.08.2024 11:40:00
Threshold 5
2. System Scan failed at device profinet-inspektor-nt 10.412.5  26.08.2024 11:40:00
System Scan failed at device profinet-inspektor-nt 10.41.2.5  26.08.2024 11:39:00
« il System Scan failed at device profinet-inspektor-nt 10.41.2.5  26.08.2024 11:38:00 v

Data collector running - IS-PB-20503:1988 Stop collecting

lllustration 55: Notification perspective

1. Network overview
e The selection in the network overview determines which messages are displayed.
The root folder can be selected to display all messages.
2. Display selection
e The selection of the check boxes determines which messages are listed. Messages
can be confirmed using the buttons. Every change in the check boxes or the period
selection is applied after left-clicking the Update button.
3. Period selection
e Daily display in list by selecting year, month and day.
e Set the year and month by selecting
e Set the days by moving the arrow marker
TS

20 21 22 23
Mo Di Mi  De

4. Message display
e Detailed list of the type and content of the message
e Bold - Message not yet confirmed (as read)
e For threshold value message - double left-click to open the parameter in the Analysis

perspective
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11 Menu bar

11.1 Representation

@ PROmanage® NT - promanage 1.

File Window Help 2

CLC

1. Display database

e The name of the database that is currently displayed is shown next to the software
name PROmanage® NT.
2. Menu bar
e File - Used to operate, manage and set all functions related to the recording of
PROmanage data.
e Window - For navigation in the individual views and perspectives, as well as setting
the language.
e Help - Information on version, license and third-party providers is displayed here and
access to log data is provided.
3. lcons:
E Opens a new view (7.3 View)

ﬂ Saves the settings made (lights up when changes have been made)

H User change
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11.2 Change/create database

In the system description (1.3 System description) describes the role of the database. The data flow

diagram (1.5 Data Flow Diagram) shows the necessary settings for a connection from PROmanage®

NT Client to PROmanage® NT Database. The database connection parameters must also be

considered during installation (2.4 Installation procedure) but can also be changed in this view at any

other time.

Representation

Configure database connection

Connection Hawaii Va

Connection Assembly Va

Server localhost
User postgres
ConnectionString Addition
database instance promanage
New
Save 3
Delete v Apply to data collector as well

lllustration 56: Configure database connection

w N o=

4.

Configurations of the database connection
Selection / creation of a database
Selection of available options

Templates Database connection

Configuration of the database connection

Port 5432 5]

Password eeeeseee

Check OK Cancel

PROmanage® NT uses the data entered here to establish a connection to a database server. For the

full installation (2.4.1 Full installation), a PostgreSQL server is installed. The default configuration is:

Server localhost
Port 5432

Users postgres
password postgres

During the client installation (2.4.2 Client installation), the data of the server on which a PostgreSQL

server was installed by the PROmanage® NT installation (or other) must be entered in this field.
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SIS

Menu bar

as

|

Selection / creation of a database

If the server data is entered correctly, PROmanage® NT can manage the database. The databases
available on the server are displayed and selected via the drop-down menu. Click OK fo load the
displayed database.

A new database is created using the plus icon. To do this, enter a name in the Database name field
and click on plus. With this click, PROmanage® NT creates and selects a new database on the
PostgreSQL server.

database instance promanage | *

promanage
Test_Fehlerbilder

lllustration 57: Selection / creation of a database

Selection of available options

The following options are available.

v Apply to data collector as well Check oK Cancel

lllustration 58: Option selection

v Apply to data collector as well Once this selection has been made, the devices are queried

according to the network overview of the selected database after
confirming with OK. The selection is only possible if the data

collector is currently running:

PROmanage® NT Status bar - [le =i = e =

Checks whether a connection to the database is possible with the
settings and whether the database structure corresponds to that of
PROmanage® NT.

Adopts the settings. Logs out when the database is changed.

Cancel Discards the settings
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Templates Database connection

_ If there are repeated changes between configurations, it makes

oo e ’ sense to create templates of the settings.

Eoecton bl N e Click on New to transfer the current settings to a

template.

o Templates are renamed using the pencil icon.

o Click on a template (highlighted in blue) to load the
saved settings.

o |[f a template is selected, the settings can be changed

New and then applied to the template by clicking Save.
Save e Selected templates (highlighted in blue) can be
Delete removed via Delete.
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11.3 Save database

By backing up the database, it is possible to restore the previously recorded data later or on another
system. The result of the backup is a DBB file that can be transferred at any time.

The Save database window is processed from top to bottom and a decision is made on each setting.

Choose database to export

Choose

Choose a filename for export

Browse

Settings
¥ Time Range 28.07.2024 5 - 28.08.2024 3]
v Export Data and Annotations
v Export device backups
v Export topologies
v Export Alerts
Export Cancel

lllustration 59: Save data
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\
WI
:ﬁia;
IIII ii-’
“ﬂll HHﬁ’

‘ Choose

‘ Browse ‘

¥ Time Range

v Export Data and Annotations

v Export device backups

v Export topologies

v Export Alerts

‘ Export ‘

‘ Cancel ‘

‘1 Useful links:

Opens the Change/create database window™ to select a database

to be backed up.

Opens a Windows storage dialogue to select a storage location and

name for the backup file.

By specifying a start and end date, only the data recorded during this

time is saved. If no time range is specified, all available data is saved.

Saves:

Saves:

Saves:

Saves:

the list of devices and folders in the network overview *
the device management settings
the state graph of the perspective analysis™ and the

marker set there

the list of devices and folders in the network overview *

the device management settings ™

the list of devices and folders in the network overview *
the device management settings ™

the topologies of perspective topologies ™

the list of devices and folders in the network overview *
the device management settings ™

the messages of the perspective notifications

Starts the creation of the backup

Cancels the process

¢ 11.2 Change/create database

e 7.2 Network overview

e 7 Analysis

e 11.6 Device management
* Marker

e 8 Topology
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11.4 Restore database

A database backup (11.3 Save database) of file type DBB can be restored in PROmanage® NT. The
backup file is loaded into a PostgreSQL database by PROmanage® NT. A dialogue window opens via
the Select button to create a new database or select an existing one. The backup cannot be loaded
into the currently displayed database. If the backup has been successfully restored, you can switch to
this database in the next step (11.2 Change/create database).

Import Database X

Choose the database backup file

Browse

Choose the destination database
Choose

Import Cancel

lllustration 60: Restore database

‘ Breee ‘ Opens a Windows Explorer window to select the location of the backup

file to be restored.

‘ Choote ‘ Opens the Change/create database window (11.2 Change/create

database) to select a database into which the backup file is to be loaded.

‘ Import ‘ Start the restore process

‘ Cancel ‘ Cancels the process
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11.5 Manage data collectors

The data collector is the centerpiece of the PROmanage® NT software. It is configured by the
PROmanage® NT client and then collects information from decentralized data collectors, such as an
INspektor®, managed switch or others. The collected data is then written to the PROmanage® NT

database.

The status of the data collector is always displayed in the bottom line of the PROmanage® NT window

and can be stopped/started.

Data collector running - IS-PB-20503:1988 Data collector service has been launched.
Data collector stopped - IS-PB-20503:1988 Service collector Service was stopped manually.

Noiatalcoliecios o The data collector service has not started.

Start rollecting Starts a stopped monitoring. The settings made
in the device management (11.6 Device
management) are queried.

S ety Stops ongoing monitoring. No further data is

queried in the network.
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The data collector can be configured and the current settings displayed in the Data collector
management window.

Data collector management X

Connection details 1.

Server \ localhost l

Port 1988 &
Connect

General information

GeneralVersion 24.1.381 2
Status Monitoring
Running Stop collecting
Connected database promanage
Schema version 88
Licensing Information
License number JOOUX=XXHH=DOO=XHXX
Licensed for
License capacity 2000 Port(s)
Demo version 3.

License has expired
Valid until version  9.9999

Update

Restart WinPCAP driver

Set database of this data collector

Select database

5. Ok

lllustration 61: Data collector management

1. Connection information: Setting the connection to which data collector a connection is to be
established.

2. Information overview: Version, status and license information about the connected data
collector
Applicable action
Change to which database the data collector should write its collected data
Close window
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Connection information

For the full installation (2.4.1 Full installation), the PROmanage® NT client and data collector are

installed on the same system. The basic settings are then:

Server: localhost

Port: 1988

If PROmanage® NT client and data collector are installed on separate systems, the server IP address

or name must be entered. It must also be ensured that port 1988 is enabled in the connection between

the client and data collector.

The data collector can only be accessed via the Connect button to display information and perform

actions if the connection information is entered correctly.

Button

Stop collecting

Start collecting

Update

Restart WinPCAP driver

Select database

Stop the surveillance

The settings made in the device management (11.6 Device
management) are no longer queried and subsequently no new

data points or topologies are displayed in a perspective.
Does not stop the Indu-Sol Data Collector Service
Starts monitoring

The settings made in the device management (11.6 Device

management) are queried.

Updates the information requested by the data collector, e.g. if

the license has been extended in the background.

Restarts the driver that executes the network queries.

Specify the database in which the collected data is stored.
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Select database

Clicking the Select database button opens a window with the same display as for Change/restore
database (Change/create database). The window is not prefilled. A database selected here is now the
storage location for collected data. For a full installation (2.4.1 Full installation), the default settings
can be used as the PROmanage® NT database and data collector are installed on the same system:

Server localhost
Port 5432

Users postgres
password postgres

During the client installation (2.4.2 Client installation), the name or IP address of the server on which

the data collector is installed and is to be configured must be specified.
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11.6 Device management

Device management is the centrepiece of the PROmanage® NT application. It is used to configure the
data collector and thus determines which devices are queried. In addition, extensive settings and

actions can be carried out here, which simplify the operation and maintenance of the system.

11.6.1 Presentation

Device Management -OXx
{ \lLicense capacity
1 y 164 / 2000 Port(s) ( 1836 Port(s) available) || Network interfaces 2.

Set-up Device name 1P address Folder Ports ]
+ 'V PROFINET device/switch (with more than 2 ports)  (8)
+  promesh-p9-plus 104101 Front of line 9 Device information | Monitoring
+  promesh-p20 104102 Front of line 20 D) propeities
+  promesh-p10-plus 104103 Front of line 10
M @ promesh-b8 104104 root fFaddess
T 04106 mn-—
+  promesh-p10-plus-2 104107 Front of line Contact person
+  promesh-b16 10.41.08 Front of line 16 Device ID
V' io-devicexb15b32 104123 End of line 3
Manufacturer
< [1INBLOX (1)
Manufacturer Identification
| INBLOX Past 10412.11 Front of line 2 4
PROFINET-N
3. - Non-supported devices (1) ame .
M1 1041212 1041.2.12 root 0 DCP-Devict tipe
+ || PROFINET-INspektor NT (1) E| Serial Number
«  profinet-inspektor-nt 104125 root 54 Hardware Version
Firmware
Authentication
Username
Password
Reload
Complete device configuration
Backup Restore
~ Update
5 Scan - IP-Ranges  ~  SNMP configurations  Scan manually Set-up Close

Data collector running - IS-PB-20503:1988

lllustration 62: Device management

Licence volume - display how many ports are available, used and free (3 Licensing)
Network adapter - drop-down selection of which interface is used

Device overview - list of devices and their status

MO Dd -

Device information and monitoring:
e Device configuration (11.6.2 Set up devices)

e Backing up the device configuration (Save device configuration)

e Firmware update (Firmware update)

e Scan setting (Scan)
e Memory setting (Data retention time)

e Setting the evaluation, recorded data (State graph calculation)

5. Scan and set up devices, apply settings
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The device is entered in the data logger and is actively queried.
There is a connection problem. Select the device for detailed information.

Select whether the device should be included in monitoring. Confirm using the Set-
up button.

Manual - The device was scanned manually.

=] IB!
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Button

Scan v

QIS RIS 8K 18] K] 18] 18

ASi-INspektor
CB-INspektor
Switch/PROFINET device
INBLOX
PROFIBUS-INspektor NT
PROFIBUS-INspektor
PROFINET-INspektor
PROFINET-INspektor NT
iPNMA
EtherNet/IP-INspektor

IP-Ranges ¥

192.168.212.10
192.168.212.60

|192 .169.212.110 |- 192 . 168. 212. 90

- 192.169.212.1

- 192.169.212.70

+00

@

+

SNMP configurations

Scan manually

Set-up

Apply

Close

Starts an automatic network scan and checks
which accessible devices support a query.

Depending on the network setting and the number
of accessible devices, the scan can take from a
few seconds to several minutes.

e The search can be restricted to specific
device types in the corresponding drop-
down menu.

e The scanning time can be significantly
reduced by narrowing down the search.

Opens a drop-down menu to specify address
ranges to be scanned.

The scanning time can be significantly reduced by
narrowing down the search.

e The scanning time can be significantly
reduced by specifying an address range.

e Removing a scan area

e Adding a scan area

Opens a dialogue window to configure SNMP
(SNMP configuration).

Opens a dialogue window to set up an individual
device (11.6.2 Set up devices).

If a new device has been added to the device
management list, the cyclical query does not start
until the Set-up button is pressed.

If settings have been changed, they become
active with the Apply button.

Changes are not accepted.
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SNMP configuration

PROmanage® NT always requires read-only access to query the device information. If access
restrictions are configured for devices, SNMP users or communities can be specified in this screen.
The configurations can be sorted using the green arrow buttons, depending on which is to be used
first when establishing a connection. If a connection to a device does not work, the next configuration

is tested. If a configuration has been used successfully, it is saved for future access to the device.

SNMP configurations -0X

& New configuration <Refresh @Delete all

SNMP Version V3

Username = user
Authentication = None
Encryption = None
SNMP Version V2 . '

Community private ‘ @

SNMP Version = V1
Community = public

OK Cancel

Illuétfétion 63: SNMP configuration
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11.6.2 Set up devices

As with the first steps (4 First steps), various devices can be added to the monitoring system step by
step and individually (4.2 Add decentralized data collector). This procedure is suitable if only a few
devices are to be added.

The same procedure can be used for the automatic scan ( network scan) can be used. This procedure
is suitable if many devices are to be added in one step.

Special configurations

Some setting options are only available in the manual scan dialogue window.

IP devices:

If an IP device is set up, it is checked for availability via a ping query. Values can also be queried via
OPC UA, SNMP or individual OIDs.

| Device set-up

IP device

W oW @ W

CANobserver EtherNet/IP-INspektor PROscanService CB-INspektor

iPNMA PROFINET-INspektor NT EMV-INspector V2 PROFIBUS-INspektor NT ~ PROFIBUS-INspektor  Switch/PROFINET device
. 4 » m
817 - W ’
.
~
ASi-INspektor INBLOX PROFINET-INspektor
Common
IP address . . . Port 4840

Community  public
OPC UA

Selected endpoint
Number of selected OPC values 0

Snmp

Select MIB

Cancel

lllustration 64: Configuration IP device
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Switch / PROFINET device:

Device query by setting the IP address. If a different community applies to the device, it can be entered
here.

Port detection - Different switches output different information with different MIBs (Management
Information Bases). It is therefore possible to choose between different MIBs to obtain the appropriate

display for your switch. If the display does not correspond to the desired information, try using a

different MIB.
Device set-up X
CANobserver EtherCAT EtherNet/IP-INspektor PROscanService CB-INspektor IP device
. ; cg . i
iPNMA PROFINET-INspektor NT EMV-INspector V2 PROFIBUS-INspektor NT ~ PROFIBUS-INspektor | Switch/PROFINET device

ASi-INspektor INBLOX PROFINET-INspektor

Common

IP address

Community = pyblic
CreateDevice.EthernetSwitch
Port detection | Bridge-MIB + IF-MIB (Default) v

Cancel

lllustration 65: Configuration switch / PROFINET device
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INspektor®: Device query by setting the IP address. Enables a connection to be established
exclusively via SSL. It is also possible to use your own certificate; for this, INspektor® and

PROmanage® NT must have the same certificate loaded.

Device set-up X
|
ﬁ Wl y @
CANobserver EtherCAT EtherNet/IP-INspektor PROscanService CB-INspektor IP device
- H
- * Dww
g —
iPNMA PROFINET-INspektor NT EMV-INspector V2 PROFIBUS-INspektor NT ~ PROFIBUS-INspektor  Switch/PROFINET device

5 1Y
- [ - W
s .
ASi-INspektor INBLOX PROFINET-INspektor
Common
IP address . . . SSL

Use own certificate Browse Remove

Cancel

lllustration 66: Configuration INspektor®
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11.6.3 Device information

If a device is selected in the device overview, the device-specific information is displayed in the Device
information tab. By pressing Citrl + left mouse button, several devices can be selected at the same

time and common properties can be displayed.

Device configuration

Various configurations can be made via the Device information tab in the Properties drop-down menu,
depending on the device type. Adjustable values are highlighted in white, non-adjustable values in

grey. Changes must be saved using the Apply button.

Device information | Monitoring
+ | Properties
Installation place Home of PROFINET-INspektor NT
Contact person info@indu-sol.com
Ip address active interface 1041.2.5
Netmask active interface 255.255.240.0
DHCP active interface
Device information | Monitoring
4 | Properties
IP address
Installation place
Contact person
Device ID
Manufacturer
Apply Reload Discard

lllustration 67: Device information

Save device configuration

At the end of the Properties drop-down menu, there is an option for some devices to save the
configuration of the device to restore it at a later date. Clicking on Save opens a Windows save
dialogue to save the configuration on the system. The progress of the device backup is displayed in a
window that opens. This file can then be selected via the Restore button to load a saved configuration

into the device.

Complete device configuration

Backup Restore
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Firmware update

At the end of the Device information tab, an update can be carried out in the Update drop-down menu
depending on the device type. This function is used to update several devices by selecting the same

device type several times with Cirl + left mouse button.

Clicking on the Browse button opens a Windows dialogue to select an update file. Clicking the Start

update button opens a separate window that displays the progress of the update.

~ | Update

Switch/PROFINET device
Browse

Start update

lllustration 68: Devices update
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11.6.4 Monitoring

If a device is selected in the device overview, the device-specific information is displayed in the

Monitoring tab. Changes in this tab must be saved using the Apply button (bottom right).

Device information | Monitoring
v  Scan
» | Connection settings

v  State graph calculation

lllustration 69: Monitoring

Scan

Various options are available in the Scan drop-down menu, depending on the device type.

Scan active Selection of whether data should be requested from the device or not

Activate device backup Selection of whether the configuration of the device should be saved
or not

Query interval Setting how often data should be requested from the device

Data retention time Setting how long data from the device should be saved

Ports / Modules / Selection of whether ports or devices subordinate to the main device

Subordinate devices are to be queried

4 | Scan

Scan active v

Enable device backup v

Scan interval (in minutes) 12
Data buffer time (in days) 183 2

Ports/Modules/Sub devices

4 promesh-p10x

«|Port 1 (TX) Indu-Sol, Indu-Sol Switch 1P1
v|Port 2 (TX) Indu-Sol, Indu-Sol Swit P2
«|Port 3 (TX) Indu-Sol, Indu-Sol Swit P3
v|Port 4 (TX) Indu-Sol, Indu-Sol Switch P4
v|Port 5 (TX) Indu-Sol, Indu-Sol Swit P5
+/|Port 6 (TX) Indu-Sol, Indu-Sol Swit P6
v|Port 7 (TX) Indu-Sol, Indu-Sol Switch 1P7
v|Port 8 (TX) Indu-Sol, Indu-Sol Swit P8
v/|Port 9 (TX) Indu-Sol, Indu-Sol Swit P9
v|Port 10 (TX) Indu-Sol, Indu-Sol Switches, Ethernet Port, X1 P10

lllustration 70: Scan settings
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Connection settings

Depending on the device type, the second drop-down menu refers to the connection settings to the

device. This setting is queried during a manual scan. Default values are assumed for an automatic

scan (11.6.2 Set up devices).

“  SNMP
SNMP Version V3
Username user
Authentification
Mode SHA-256
Password sssssssssesssse
Encryption
Mode AES-128
Password sesesessessnene

lllustration 71: Connection settings
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State graph calculation

The data collected by the devices is evaluated by PROmanage® NT in order to display it as a status
graph (7.3 View). Poor values lead to a collapse of the status graph. The extent to which the state
graph collapses is defined by the state graph calculation. The default settings can be customized to
adapt them to the conditions of the network. The aim is to make the settings so that the status graph
displays 100% during normal operation of the network. The status graph should only collapse if there

is a deviation from normal values.

Depending on the device type, the status graph is configured globally for a device or for a port, module
or subordinate device. The selection (highlighted in blue) determines the parameters that can be set.
Settings only take effect once they have been accepted. It is not possible to change the status graph

retroactively.

Ports/Modules/Sub devices
4 promesh-p9-plus
«/Port 1 (TX) Indu-Sol, Indu-Sol Switches, Ethernet Port, X1 P1

«|Port 2 (TX) Indu-Sol, Indu-Sol Switches, Ethernet Port, X1 P2

« Port 3 (TX) Indu-So
v!Port 5 (TX) Indu-Sol, Indu-Sol Sw

v!Port 6 (TX) Indu-Sol, Indu-Sol Swi

v!Port 7 (TX) Indu-Sol, Indu-Sol Switches, Ethernet

«/Port 8 (TX) Indu-Sol, Indu-Sol Switches, Ethernet P

VIPort 9 (TX) Indu-Sol, Indu-Sol Switche:
v | SNMP
« | State graph calculation

A Changes to the state graph calculation parameters will become active only after saving.

Reset Settings

Inverse Active Parameter Initial dynamics  Minimum decrease  Final dynamics ~ Maximum decrease
v :ﬁ" Error rate 001% 2 20% o 01% = 60% -
v [ IN Discards 132 20% 10 2 60% 2
v ((x» IN Errors 1S 20% o 10 2 60% -
v [N Network load 15% 2 0% = 50% = 100% =

Tl Network load per ms (max)

v | ouT Discards 13 20% > 10 2 60% -

v | &) ouT Errors 13 20% - 10 2 60% =
v v l:.’_.,- Quality Value (line diagnosis) 30% o 10% = 10% o 60% -
v @ Speed
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The response of the state graph is influenced by setting the dynamic start/end and the min./max.

reduction. Note whether this is a normal or inverse parameter.

State State graph State State graph
Normal parameter A V Inverse parameter

decrease decrease

Maximum decrease || Maximum decrease

0% 0%

- Value . : - Value
Final dynamics Initial dynamics Final dynamics Initial dynamics

lllustration 72: State graph calculation lllustration

Example: Value IN Errors of a switch port

Inverse  Active Parameter Initial dynamics Minimum decrease Final dynamics Maximum decrease

- - -

| v | G N Errors e 0% i0 2 0% =

lllustration 73: Example parameters

If an IN error is detected at a switch port, the status graph is reduced by 20 % to 80 %. If more (1 <
10) IN errors are detected during a query, the status graph collapses more sharply. If ten IN errors are
detected, the status graph is reduced by 60% to 40%. If more than 10 IN errors are detected, the

status graph will not collapse any further.
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11.7 Image rule management

The screen rule management refers to the topology defined in the Topology perspective (8 Topology)
of device icons displayed in the Topology perspective. PROmanage® NT has a database of images

to display topologies clearly. If a device has no image stored, it is displayed as a question mark.

Ansicht 1 Data

EHE P & 00 (L@S. ¢ 0. A @ -
N
041015 104108 [ Exclude device from topology comparison
.41.0. .41.0. Nocios
Edit
MAC Address
S&FE75:9B:5A:05
IP address
1041.0.123
Name
IS-PB-20503 promesh-b16 15-PB-20503
Order Number
-
Al > Edit
o o 10 1 Hardware Version
[ (964640E€EE68aEeE8CTLE8aeaeaE - ]

lllustration 74: Topology perspective - missing device icon
To assign an image to one or more devices, an element must be created in which an image can be

selected or imported. The assignment is made by defining rules.

Picture rule management — =] ¢

@ New Element CTApply ©Export @Import ©Delete All

Rules: @
PC
PG v MAC Address vil= v | 54:E[:75:9B:5A:05
@&
Import Picture
OK Cancel

lllustration 75: Element of the irhagé rule managemént
By applying the rule, the new image is assigned to the device in the Topology perspective.

Ansicht 1 Data

g 00 &L@S. 60 | i @
AT P [ Exclude device from topology comparison
' - ) - Notes
Edit
PC MAC Address
PG S4:EET598:5A:05
IP address
10410123
Name
I1S-PB-20503 promesh-b16 5-PB-20503
Order Number
p o E:
i o T 3 Hardware Version
Edi
» < {eeegradqaeesacedaggddeaeegaasa > Su‘;wmvm"

lllustration 76: Topology perspective - Applied device icon
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@ New Element

< Apply

©Export

@Import

©Delete All

@ :

Import Picture

MAC Address

Creates a new element in which rules can be defined

Applies the created elements:

e Active topology
e All open topologies
o All topologies
Opens a Windows dialogue to export all created elements

Opens a Windows dialogue to import previously created

elements

Deletes all created elements

Opens a drop-down menu to select existing or imported images

Opens a Windows dialogue to import a saved image into

PROmanage® NT (.png, .jpg, .jpeg, .gif, .omp .only)

Opens a drop-down menu for selecting an argument:

MAC Address
Description

Name

Location of Installation
Contact

oID

Vendor ID

Device ID

Order Number
Hardware Version
Software Version
Device Type Name
PROFINET roles

Serial Number
Revision Number
TopologyDataView.PortCount
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Icons

Opens a drop-down menu for selecting a condition:

Starts with
Ends with
Including
Regex

Deletes a rule

Q Creates a new rule

t ‘ Organizes the elements in a sequence (organize the elements in

such a way that conflicts between their rules are avoided. Rules
of elements at the top take precedence over those of elements at
the bottom).
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11.8 Topology device validation

The topology device validation refers to the device list (8.7 Device list) in the Topology perspective.
The devices in a topology are displayed in tabular form in the device list. One column of the device
list shows the validation of the device. The validation of a device is primarily used to check the installed

software version, but can also be used to validate names, IP addresses and others.

Actions  Validation  Devicetype IPaddress Y Subnet Gateway ~ MACAddress  Name Y DeviceTypel Y SoftwareVersior DeviceID Y Vendor ID X=
i%%‘ﬁ%ﬂ 104125 255.255.2400 00.00 50:61:D6:00:21:42  profinet-inspektor-nt PN-INspektor NT | 25.0.239 1 824

+ %%L’ 104123 255.255.240.0 1041.15.254 00:1B:1B:25:71:9D | io-devicexb15b32 | IM151-3 V7,01 769 2

+ i%%% 104104 255.255.240.0 10.41.15.254 50:61:D6:06:CAC8 promesh-b8 promeshb8 V1.1.0 38 824

+ i%%%%? 104107 255.255.240.0 1041.15.254 50:61:06:06:38:86 promesh-p10-plus-2  promeshp10+ 35 824

+ ;%%%P;'l 1041.03 255.255.2400 1041.15254 50:61:06:06:38:C1 promesh-p10-plus | promeshp10+ V1.10 35 824

+ ;%%%%? 1041.05 255.255.240.0 1041.15254 50:61:D6:03:AD:61 promesh-p10 promeshp10 3 824 i

4 »

lllustration 77: Topology perspective - Device list without validation

To validate devices, a rule describing the device type must be linked to a rule describing the device
property in an element.

Topology device validation

@. New Element

@ Export

@ Import

° Delete All |

Rules: Rules: °
Vendor ID = 824 Software Version = V1.1.0 i
Device ID =35 ;

|

Rules: Rules: |§]

Vendor ID = v | 824 Q Software Version = v | V.0 g
Device ID vi= = 3 ° @.

OK Cancel

lllustration 78: -'I-'bbdl'o'g-y. device validation - New element
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The next time you refresh the view (8.3 View) of the topology, the elements of the validation are applied
to the device list and symbols are used to indicate whether an element has been violated. Devices to

which no rule could be applied remain unevaluated.

Device List

Actions  Validation  Devicetype  IPaddress Y Subnet Gateway ~ MACAddress  Name Y Device Type Name Y Software Versior  DevicelD Y VendorlD Y *
i%%%%@’ 104125 255.255.2400 0.0.0.0 50:61:D6:00:21:42 | profinet-inspektor-nt PN-INspektor NT 250239 1 824
+ i%‘%’%@ 104123 255.255.2400 104115254 00:1B:1B:25:71:9D | io-devicexb15b32 | IM151-3 v7.0.1 769 42
+ ;%%%%E 104104 255.255.240.0 10.41.15.254 50:61:D6:06:CACS  promesh-bg promeshb8 V110 38 824
+ i%%%%? 104107 255.255.240.0  10.41.15.254 50:61:D6:06:38:86 | promesh-p10-plus-2 promeshp10+ Ivm.o I35 824
+ v i%%%%‘l 104103 2552552400 1041.15.254 50:61:D606:38:C1  promesh-p10-plus | promeshp10+ V110 35 824
+ # v x i%%%%? " 104105 2552552400 1041.15.254  50:61:D6:03:AD:61 promesh-p10 promeshp10 va.o I3 824
=
4 »

lllustration 79: Topology perspective - device list without validation
Several elements can be created, which are all checked in parallel. If several elements apply to a
device, all rules must still be fulfilled to be valid. If a rule for a device is violated, it is not validated,
regardless of whether other rules have been fulfilled.

Icons
1 New Element Creates a new element in which rules can be defined
@ Eport Opens a Windows dialogue to export all created elements
&) Opens a Windows dialogue to import previously created
elements
@ Delete Al Deletes all created elements

Opens a drop-down menu for selecting an argument:

Vendor ID =
Vendor ID

Software Version v Device ID

' ' oD

Name of Controller Software Version
Order Number Hardware Version
MAC Address Name
IP address Gateway
PROFINET roles Subnet
Name IP address
Description Description
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Opens a drop-down menu for selecting a condition:

£ =

> Starts with
== Ends with
< Including

2= Regex

Deletes a rule or an element

Q Creates a new rule

No validation rule applies
v Validation rules fulfilled

b 4 Validation rules violated

11.9 Management of the device description

This function is only required for setting up EtherCAT monitoring. To set up EtherCAT monitoring,

please contact Indu-Sol Support.
Contact us
Phone: +49 (0)34491 / 580-321

e-mail: support@indu-sol.com
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11.10 Setting
General configurations for the system function are edited in the settings.
11.10.1 Data collector

11.10.1.1 E-mail server configuration

In the Alarm management perspective, actions (9.4 Available actions) e-mails can be sent. For emails
to be sent, a mail server must be accessible in the network and its configuration must be specified in
PROmanage® NT. The configuration data of the mail server must be assigned by the responsible IT

department. The correctness of the configuration can be checked by sending a test e-mail.

Settings

Data collector | User | History | Schedule | Connection statistic

SMTP settings

Sender address PROmanageNT@indu-sol.com

E-Mail server mailserver.indu-sol.com i 587 @
Encryption StartTls ¥
User PROMuser

Password sscescessRnRSRLeS

Recipient of test email

Test user-defined action -

lllustration 80: Example configuration e-mail server

Ports required for SMTP transmission:
Port function

25 SMTP server connection

465 SMTP over SSL

587 SMTP over SartTLS

993 Internet Message Access Protocol over SSL (IMAPS)
995 Post Office Protocol 3 over TLS/SSL (POP3S)
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11.10.1.2 SNMP trap receiver

In the Alarm management perspective, actions (9.4 Available actions) traps can be sent. For traps to
be sent, a trap receiver must be accessible in the network and its IP address must be specified in
PROmanage® NT.

The "SNMP trap receiver active" option enables the option to receive SNMP traps and traps can now

be used for an alarm in the alarm management.

If the "Receive all traps" option is activated, traps from other devices (e.g. switch) that send to this
server are also received in addition to the configured devices and displayed in the "Corrections"

perspective.

Data collector | User | History | Schedule | Connection statistic

SMNMP trap receiver
SNMP trap receiver active |«

Receive all traps o

Send SNMP test trap

Trap receiver  192.168.212.212

Send trap

lllustration 81: Example configuration e-mail server

11.10.1.3 User-defined action

In the Alarm management perspective, actions (9.4 Available actions) can start programs. A path must
be specified in the configuration of PROmanage® NT so that programs can be started. The programme

can also be started with arguments.

A network message can be sent to your own PC for testing purposes.

Data collector | User | Histary | Schedule | Connection statistic

Test user-defined action

Pragram path C\Windows!\System32\msg.exe

Message from 21.06.202412:33 X
Program arguments | * TEST MESSAGE - PROmanage NT

Execute =t TEST MESSAGE PROmanage NT

Cancel

lllustration 82: Example Configuration User-defined action

Further help on network messages can be found on the Microsoft support website or in Appendix ().
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11.10.1.4 Users

There are two different users who can log in to PROmanage® NT. The admin user can configure the

entire system. The user can only display data and cannot change any settings.

The default settings are:

User: admin
Password: admin
user: user
Password: user

Only the respective user can change their own password by entering the current password and
assigning a new password. On the other hand, the admin user can reset the passwords for admin and
user to the default settings.

By setting a timeout, the user (user) or the admin (admin) is automatically logged out after the set time
of inactivity.

Settings

Data collector| User | Histary | Schedule | Connection statistic
Change password of current user

Current password
New password

Re-enter new password

Change
Reset password admin -
Reset
User Timeout 0Min -
Admin Timeout 0Min 2
Cancel

lllustration 83: User settings
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11.10.1.5 Chronicle

By activating Advanced options, it is possible to display past events in a selected date in the Chronicle

perspective (6.1 Representation) perspective.

Settings

Data collector j Userl History |Schedu1e | Connection statistic

Advanced settings

lllustration 84: Chronicle settings

Ao ®| Mittwoch, 4. Oktober 2023 09:34:51 2] |

root

lllustration 85: Chronicle perspective with advanced options
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11.10.1.6 Timetable

By creating a schedule, the monitoring of the network can be specifically switched off.

1. Data collectorl Userl History | Schedule | Connection statistic -

Schedule: ol G

IMMEDIATELY!

Overview of schedule (unrestricted scan on highlighted days)

‘ August - 2024

lllustration 86: Schedule setting
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Icons
Schedule:
Schedule early shift
Schedule middle shift
Schedule late shift
Schedule weekend
Opens a drop-down menu for selecting a created schedule.
Mame:
Naming of the current schedule
© Creates a new schedule in which the start and end times are specified
Q Creates a new schedule in which repetitions are set on a daily basis
IMMEDIATELY! Sets the date and time to the current time
b4 Deletes the currently displayed schedule
v Scan off Stop the data collector (11.5 Manage data collectors)
v Alert off Deactivates alarm settings (9 Alarm management)
- On this day, the data collector will not be switched off according to the
schedule
27 On this day, the data collector will be switched off according to the schedule

Create schedule

e Selection of a single, repeat or immediate appointment

e Assignment of a name

e Selection of whether data collectors and / or alarm management should be stopped

e Setting a time period

o

If no end date is specified, the schedule runs permanently until it is cancelled

e Confirm with OK

e Save (11 Menu bar)

lllustration 11.10-87 Schedule
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11.11 Log out user
Logs out the current user and redirects to the login window.
11.12 Exit

Closes the software.
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11.13 Windows

Allows you to select a language, perspective or view (7.1 Representation) or resets all changes.

| Deutsch (Deutschland)
English (United States)
v English (United Kingdom)

italiano (ltalia)

Language ]

pycckuii (Poccus)
espaniol (Espafia, alfabetizacion internacional)

RX(PE)

Changes the language

Open perspective > History
Analysis

Topology
Alert management

Messages

Opens up a perspective

Show view > History
Network overview

Key

Navigation

Summary

Node matrix

Node statistics
Expansion Modules
Main Modules
Available alert templates
Available actions
Available parameters
Available traps
Device specific
Recycle bin

Active alert templates
Messages

Data

Device List

Port List

Connection Statistic

Diagnostic data

Opens a view

Reset perspective Resets the view to the default settings
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11.14 Help

Shows information on the version, license, third-party provider and end user license agreements.

If required, the event reports and configuration files of the software can be accessed via the selection

buttons of the log folders.

PROmanage® NT

Program version 24.1.381

Licensing Information Contact
License number 7cf4aa58-e481-404f-b56e-652fc1e74b7d Indu-Sol GmbH

Licensed for 04626Schmélin

License capacity 2000 Port(s) - 164 in use Germany

Demo version Tel.:+49 (0)34491 5818-0
License has expired Fax:+49 (0)34491 5818-99
Valid until version 9.9999 info@indu-sol.com

Third-party components in use Log folders
AvalonDock Licence Homepage =
BouncyCastle Licence Homepage
DotNetZipLib Licence Homepage
Fluent NHibernate Licence Homepage
Humanizer Licence Homepage
MailKit Licence Homepage
MimeKit Licence Homepage
Mono Security Licence Homepage

PROmanage® NT

Collector

End user license agreement

Achtung: a
Diese Software ist durch deutsche Urheberrechtsgesetze und Bestimmungen
internationaler Vertrage geschitzt. Unbefugte Vervielféltigung und unbefugter
Vertrieb dieser Software oder Teilen davon sind strafbar. Dies wird sowohl straf-
als auch zivilrechtlich verfolgt und kann empfindliche Strafen und/oder
Schadensersatzforderungen zur Folge haben.

Vor Installation und Nutzung lesen Sie bitte die fiir diese Software giltigen
Lizenzbestimmungen. Diese finden Sie im Anschluss an diesen Hinweistext.
Haben Sie diese Software auf einer CD mit dem Vermerk "“Trial-Version" oder
zusammen mit einer fir Sie lizenzierten Software erhalten, so ist die Nutzung der
Software nur zu Test- und Validierungszwecken gemaB den im Anschluss
genannten Bestimmungen fir die Trial-License zuldssig. Dazu ist es erforderlich,
dass auf Ihrem Rechner Programme, Software-Bibliotheken etc. installiert werden.

Wir empfehlen Ihnen deshalb dringend, die Installation entweder auf einem v Ok

lllustration 88: Help, Info
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12 Appendix

12.1 PGadminlll
12.1.1 Backup database (PostgreSQL)

The "pgAdmin Ill" program is used to generate a database backup. This is part of PostgreSQL and is
started via the program selection in the corresponding program folder.

The corresponding server is selected in the program and a connection to it is established after entering
the password (default: "postgres").
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% sokdmind ol e
Datei Bearbeiten Plugine  Anzeigen Werkzeuge  Hilfe
O %G| OHE 2
|| Eigenschaften | Stststken | Abhangickeiten | Abhangge | -
& Server Gruppen z
-3 server (i) Eigenschaft Wert i
PP Postaresql 9. 3 (ocalhost: 5432) [EE——— PostgresQL 9.3
Auffrischen E
locahost
Verbinden (4
Loschen/Droppen 5432
postgreslx649.3
Berichte v postgres )
i 0
SqrFeT 53|
& V
Hole Details 2um Server locahost... Fertig. 0,00 Sek
W pgadminl =3 o 5
Datei Bearbeiten Plugins Anzerg:n Werkzeuge  Hilfe
BEXSIY 7|
= | Eigenschaften | Statstken | Abhangigkeiten | Abhengge | B
Server Grugpen
= B server Eigenschaft Wert i
=[] PostgresQL 9.3 locahost:5432) = Name Endmontage 3
-2} Datenbanken (5) Zon 28170 1
&0 | EEEe postres
(3 Montagele| A uttrischen
(3 Montageinie oo
4 postgres Neues Objekt g | default
38 promanage = g o e
" PO bilaiis isconnect database uTFs -
Gruppenrollen (0 Loschen/Droppen g | +
E-£4. LoginRollen (1) Search objects.. x
- "Endrontage”
CREATE Script
Berichte frasase “Endmontage”;
Wartung. BSASE "Endmontage”
Sicherung... ER = postgres
DING = 'UTFS’
Wiederherstellen.. s e
EE COLLATE = *German_Germany.1252'
oA CTYPE - 'German Germany.1252'
WNECTION LIMIT = -1;
O ii ] +
Hole Detais zur Datenbank Endmontage. . Fertig. 0,095k,

lllustration 12.1-2 Backup database

[ Backup database "Endmontage”

e
=3

Dateiname D: \Abloge |Endmontage backup | (]
Format [ =
Kompressionsverhaltnis

Kodierung ([ x)
e [

Dt Opionen [ Dump Optionen 1 Dus Optienan #2] oopekt= | Maaunger |

Sicherung

lllustration 12.1-3 Backup database

| i Backup database "Endmontage”

pg_dump: gebe Inhalt der Tabelle devicepart aus
Pg_dump: gebe Inhalt der Tabele devicepartparameter aus
pa. er Tabelle elem:

55 i S vt r Toele
ebe Inhalt der Tabelle

pg_dump: gebe Inhalt der Tabele profibusinspectorntscandata aus
ebe nhal der Tabele ol
fer Tal

cbe Inhalt der Tabele profinetnepektory e
R el e bk s A

Prozess beendete mit Exitcode 0,

[
Pacmp: gebe Tl cos Tobelle rofbosepectorntnodescandata aus

st ot

Datei Optionen | Dump Optionen #1 | Dump Cpiionen #2 | Obiekte | Meldunaen )|
=

lllustration 12.1-4 Backup database

12.1.2 Restore database (PostgreSQL)

The corresponding server is selected in the program
and a connection to it is established after entering the

password (default: "postgres").

After successfully dialing in, all existing database

entries are displayed. Now select the desired file and
start the backup.

Enter the file name and target path for the backup file,

set the backup format to User-specific and complete
the backup.

Leave the other settings blank as default

Fuse with message:
"Process terminated with exit code 0"

was executed without errors and

is now in the

previously specified target path.
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P pgAdminl =S |Ees =<
Datei Bearbeiten Plugins Anzeigen Werkzeuge Hilfe
FORLT BERF P
. %% || Bigenschaften | statstien | Abhanggkeiten | Abhangige | =
Datenbank Eigentimer Kommentar
(] Montagelinie 1 postares
D e
i postgres.
| Bl 5
|sQLFeld B
K —— »
Hole Details zu Datenbanken... Fertig. 0,00 Sek.
lllustration 12.1-5 Restore database
Eigenschaften | Definition | Variablen | Priviegien | security Labels [soL |
i ||
oD [
il =
Hife, oK Abbrechen
lllustration 12.1-6 Restore database
W pgAdmin it %

Datei Bearbeiten Plugins Anzeigen Werkzeuge  Hilfe

38 promanage
47, Tablespaces (2)
olen (@

SEERo®R |92

|| Eigenschaften | Statistken | Abhangigkeiten | Abhéndge |

[

Gruppenrolen
- Login-Rollen (1)

Hole Datais zur Datenbank Endfertigung. . Fertis.

0,00 Sek.

lllustration 12.1-7 Restore database

T = |
Format [benutzerdefinert ader tar -
Dateiname D\Endmontage.backup  Ee—

Zahl der Auftrége

Rollenname [ -]

Datei Optionen | Restore-Optionen #1 | Restore-Optionen =1 Objekte | Meid 1|+
[ | [ obiekte angegen | [ wiederherstelen | [_aborechen |

lllustration 12.1-8 Restore database

The "pgAdmin [lI" program is also used to
restore a database.

To do this, go to "Databases—> New database...".

Enter a database name (without special

characters) and then confirm with "OK".

To fill the new, still empty database with the
desired data, select the new folder and start the

restore.

In the next step, locate the storage folder of your

backup file and perform the restore.
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=

Pg_restare: setze Eigentiimer und Priviegien fir FK CONSTRAINT fic_profiousinspe
po_restore: setze Eigentumer Und Priviegien fir FK CONSTRAINT f_profbusinspe:
Pg_restare: setze Eigentiimer und Privilegien fur FK CONSTRAINT f_profibusinspe
po_restore: setze Eigentiimer nd Priviegien fir FK CONSTRAINT f_profiusinspe
pg_restore: setze Eigentiimer Und Priviegien fir FK CONSTRAINT f«_profinetinspe
Pg_restare: setze Eigentlimer und Priviegien fiir FK CONSTRAINT fic profinetinspe
po_restore: setze Eigentiimer und Priviegien fiir FK CONSTRAINT fi_profinetinspe
pg_restare: setze Eigentiimer und Priviegien fir FK CONSTRAINT f_snmpirapentr
Pg_restare: setze Eigentiimer und Priviegien fir FK CONSTRAINT fic_useriogin_use
po_restore: setze Eigentiimer Und Priviegien fir FK CONSTRAINT kf31f2ce35

PO _restore: setze Eigentiimer und Privilegien fiir FK CONSTRAINT kfg4d 1d bb
po_restore: setze Eigentiimer und Priviegien fir FK CONSTRAINT kfa18afc02
pg_restore: setze Eigentimer Und Priviegien fir FK CONSTRAINT kfd4age38c
pg_restore: setze Eigentlimer und Privilegien fiir FK CONSTRAINT f9a854833
pg_restore: setze Eigentiimer und Priviegien fir FK CONSTRAINT kf3fa57bd
pa_restore: setze Eigentiimer und Privilegien fiir FK CONSTRAINT kfa8383 18
pg_restore: setze Eigentiimer und Privilegien fir FK CONSTRAINT kfad 12200
pg_restore: setze Eigentiimer und Priviegien fir FK CONSTRAINT kfclc64ach
pO_restore: setze Eigentiimer und Privilegien fir FK CONSTRAINT kfc5e55525
pg_restore: setze Eigentiimer und Priviegien fir FK CONSTRAINT kfda677F79
pg_restore: setze Eigentiimer nd Priviegien fir FK CONSTRAINT kfdf4460f7

Prozess beendete mit Exitcode 0.]

t il b

o]

Restore-Optionen #1 | Restore-Optionen #1 Obiekte Meldungen | oD

L] | g ] (megen |

lllustration 12.1-9 Restore database

12.1.3 Delete database

After successful completion, this is confirmed
with "Exit code 0".

If you want to remove a database completely, this is also carried out using the "pgAdmin I/l" program.

The corresponding database is selected and deleted after the security prompt.

"‘w"é JAdmin T

Datei Bearbeiten Plugins Anzeigen Werkzeuge  Hilfe

Tl =

-G eBER &

\ 4

= ‘

| Eigenschaften | Statistken | Abhangickeiten

| Abhangige =

CTYRE - German,
CONNECTION LIMIT =
R

|5 Server Gruppen
-3 server (1) Eigenschaft Wert
£+ [J PostoresqL 9.3 focalhost:5432) Endmontage
-] Datenbarken (5) 18541
[RE] cnmortao
L) styres
I3 Montageinie Auffrischen £
I3t Montageiinie i
1) postgres. Neues Objekt » -
lespace pg_default
{3 promanage 5 o
1 ot () isconnect database utrs
% Gruppenrallen (0 Loschen/Droppen 0
4. LoginRolln (1) Search objects..
: "Endrontage”
CREATE Script =
Berichte b [[ABRSE "Endmontage”:
Warting, hansE "Enamontage”
Sicherung... ER =
DING = "UTFEY
Wiederherstellen.. e
Eigenschaften... CLIATE

1

Hole Details 2ur Datenbank Endmontage. . Ferti.

0,16 52k

Illustration 12.1-10 Delete database
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12.2 MSG: Message service programme for user-defined action

The message service program (msg) can be used to send messages over a network from one user
to another user or from computer to computer. This program can be used, for example, as a user-

defined action (9.4 Available actions) for an alarm (11.10.1.3 User-defined action).

For a message to be sent successfully, it must be possible to execute the RPC functions on the target
computer with a terminal connection. Remote desktop connections must also be authorized. If the
current user does not use a password (single-user PC), account use with empty passwords must have

been activated on the target system, otherwise access will be denied.

To send messages via the network, the RRS service (remote registration) must be activated and the

following registry entry must be adjusted or created:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\TerminalServer
Value: AllowRemoteRPC
Required value: 1 (REG_DWORD)

Syntax of the msg command:

MSG {username | session name | session ID | @filename | *}
[/SERVER:server name] [/TIME:seconds] [/V] [/W] [message]

Username Specifies the username.

Session name The name of the session.

Session ID The ID of the session.

@filename Specifies a file containing a list of usernames, session names and IDs

to which the message is sent. * Sends message to all sessions on the

specified server.

ISERVER:Server Server to which the connection is established (default is the current
name server).

* Sends a message to all sessions on the specified server.
ITIME:seconds Waiting time until the recipient confirms the message.

v Displays information about the functions performed.

W Wait for response from user, useful with /V.

Message Message to be sent. If none is specified, a message is requested or

read by "stdin".
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12.3 OPC server

Sosoe” [ PROmanage® NT
[ PROmanage® NT Collector
'%%%%q- ] PROmanage® NT Web
264 PostgresaL
Py 2 [A PostgreSQL Database Server
[ PostgreSQL ODBC driver for OPC servers)

CAN

—
Sensusp
SEMV

WIRELESS

Indu-Sol GmbH phone: +43 3441 58180

ol Bt | e o |
D-04828 Schmdiin email: info@indu-sol.com

lllustration 12.3 -12.3-1 Driver OPC Server
12.3.1 Establish OPC connection

An optional OPC connection to other computers can be established to forward the messages recorded
by PROmanage® NT to a higher-level system. To do this, the item "PostgreSQL ODBC driver (for
OPC server)" must be activated and executed during installation.

The next step is to install and configure the "KepServerEX" program. The procedure for this is
explained below.

12.3.2 Install KepServerEx and configuration

Install ODBC Client (Full Installation> Communication Server-> Communication Driver> ODBC
Client)

Select Features @ .
Select which features are to be installed.

IOtech PainiScan 100 | [ Feature Description

KraussMaffei MC4 Bthemet | | ODBC Cient

X _~| Luflin Modbus Communication Protocal:
Mettler Toledo Serial QDBC API, MyODBC
Micro-DCI

Mitsubishi Suite e
Modicon Modbus Suite H
MTConnect Client

OPC Connectivity Suite This feature requires 852KB on your
Omni Flow Computer hard drive.

Omron Suite

Optimation OptiLogic
Firte 77 Cthamat

b [—T—

X
4

|

X
4

|

XX
4 {4

XXX
[BERE

X
4

"

X
4

ol

X
4

|

<
‘

lllustration 12.3-2 CEP OPC server
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=] Start KepServerEx Configuration as administrator

e Add channel (Edit> Channels/Devices> New
P o ok e e Channel)
Channel name:

PROmanage NT

| < |[Cisters ] [Aobrschen ] [ e ]

Illustration 12.3-3 CEP OPC server

= Device Driver: ODBC Client

Activate "Enable diagnostics"

[Select the device driver you want to assign to
e channel

e drop-down list below contains the names of
the drivers that are installed on your system.

[ <zonick |[ Weter> | [ Abbrechen | [ Hife |

IIIustration 12.3-4 CEP OPC server

== Optimization Method: Write only latest value for all

You can control how the server processes writes on

this channel. Set the optimization method and tags

writeto-read duty cycle below.

Note: Wirting only the latest valus can affect batch Duty Cycle: Perform 10 writes for every 1 read
processing or the equivalent.

Optimization Method
() Wirte all values for all tags
e only latest value for non-boolean tags

[ <zZunick |[ Weter> | [ Abbrechen | [ Hife |

IIIustration 12.3-5 CEP OPC server

i

== Non-normalized values should be: Unmodified

[Choose how this driver handles non-nomalized floating
oint values.

{Selecting "Unmodified" handling delivers the

rlorh lized value. while ‘Repl i with zero” changes
non-nomalized floating peint values to zero,
1

Mon+ fized values
should be:

o e

[ <zumick |[ Weiters | [ Abbrechen | [ Hife

lllustration 12.3-6 CEP OPC server
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S5

‘Select the ODBC data source this channel will
represent. I required, enter the usemame and
password to access this data source,

If you need to create or modify a data source
click the "Configure DSN" button to invoke the
ODBC Data Source Administrator.

Data source:

dBASE Files b

User name:

Password:

[ Corfigure DSN

[ <z [ Mioter> ] [[Abbrschen ]

T

lllustration 12.3-7 CEP OPC server

!0 ] 2

[ Ablaufverfolgung | Verbindungs-Posling

| BenutzerDSN |

System-DSN | Datei-DSH

Systemdatenquellen:

Name Treiber

In siner ODEC-Systemdatenquelle werden Informationen dariber
gespeichert, wie sine Verbindung zu sinem Datenprovider hergestellt wird
ALf sine Systemdatenquelle kénnen alle Benutzer sines Computers und
die NT-Dienste zugreffen

emermen |

lllustration 12.3-8 CEP OPC server
Neue Datenqutlie etelien

erstellen mochten .

Wahlen Sie einen Treiber gus, fur den Sie eine Datenguelle

=]

Name

Microsoft Text Driver {"bd; ~.csv)
Microsoft Text-Treiber ("bd; ".csv)
Microsoft Visual FoxPro Driver
Microsoft Visual FoxcPro-Treiber
PostgreSGL ANSI

PostgreSAL Unicode

SQL Server

< (1}

<_-Z_-r._'ck. i Fertig ae&len] [ Abbrechen ]

lllustration 12.3-9 CEP OPC server

PostgresQL ANSI ODBC Dive (2clODBC)Seup

DataSource PostgreSOL35W Diescription

D atabase bromanage 551 Mode | disable

Server |-Dca-|iqgs_£ Port _543_2
Uszer Mame IJOS“IQ[BS Paszword  eeswssee
Optiong
Datasource] ’ Global ]

Save Caniel

lllustration 12.3-10 CEP OPC server

Data source: dBASE Files
"Activate "Configure DSN

Select "System DSN" and press "Add"

Select "PostgreSQL" and then confirm with "Finish

Configure PostgreSQL ANSI ODBC  Driver
(psqlODBC) Setup
(Example: Settings for standard installation of

PROmanage® NT)
o Database: promanage
e Server: localhost
o User Name: postgres
e Password: postgres
After

successful

correct entry: Test button> Connection
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[ Ablaufverfol | Verbind Pooling | Info
_Benutzer-DSN Systemn-DSN | Datei-DSN | Treiber |
Systemdatenquelien: [
N Treib
ke =
[geieloieiBe iy Postgre SQL Unicode

In siner ODBC-Systemdatenquelle werden Informationsn daribsr

“] geapeicket, wie ine Verbindung =i sinem Dateriprovider hergestellt wird:
Fuf eine Systemdatenquelle kénnen alle Benutzer eines Computers und
die NT-Dienste zugreffen.

[ ok ][ #bbechen | | Ubsmetmen | [ Hifs |

lllustration 12.3-11 CEP OPC server

Select the ODBC data source this channel will
represent. If required. enter the usemame and
password to access this data source.,

If wou need to create or modify a data source
click the "Configure DSN" button to invoke the
ODEC Data Source Administrator.

[ <zZunick |[ Weter> | [ Abbrechen | [ Hife

IIustration 12.3-12 CEP OPC server

[Set how long we should watt for a connection to
data source before timing out

e timeout range is 1to 99939 seconds.

Login timeout: EI seconds

[ <zZunick |[ Weter> | [ Abbrechen | [ Hife

IIIustration 12.3-13 CEP OPC server

If the following information is comect click “Finish'to
save the settings for the new channel.

MName: PROmanage NT
Device Driver: QDBC Client
Diagnostics: Enabled

Write Optimization:
Write only latest value for all tags
10 writes per read

Mon-nomalized float handling type:
Unmodified

Diata Source Mame: Postgre SQLISW

[ <zuick |[Fefigsiien] [ Abbrechen | [ Hife

lllustration 12.3-14 CEP OPC server

Close the ODBC data source administrator with

IIO Kll

Data Source Selection: select created data source

Data Source Login Timeout: 5 seconds

Check and confirm settings
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Appendix

A r— =T5Ed|  In KEPServerEX via "Click to add a device." Add a
DB da|®@ca =94 @ = .
e R i S S new device

= Type ples [ Ciick to add = devics.

=& PROmanage NT
f Click to add a device

M seicton gt e Device name: Alarms
e Device model: MySQL

e Scan Mode: Respect client specified

scan rate
G e Access method selection: Fixed Table
« L ] v
e e R e, e Table selection: opcalerts

lllustration 12.3-15 CEP OPC server

Retain settings under "New Device - Auto Tag

e B e S T Database Generations Options"

Mote: Auto generated tags can be later modified
through the server's tag database.

Limit import to the following columns:

alertl_message -
alertl_messagetype [
alert0_occurencetime i
Wal i
Maxdmum records to import E é

[ <zumick |[ Weter> | [ Abbrechen | [  Hife |
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16 CEP OPC server

== Set query interval: 5000 milliseconds

For better performance, this driver queries the
data source for updates at an interval that is
independent of the tag update rates.

You can set how often the driver should requeny
the data source. The valid range is 100to
miliseconds.

Query interval 5000] E miliseconds
[ =zZumick |[ Weter> | [ Abbrechen | [ Hife |

IIustration 12.3-17 CEP OPC server
: ' B=l|  Check and confirm settings

If the following settings are comect click *Finish’ to begin
using the new devics.

:
]
i

Model: MySQL ra
1D: O {Decimal} |

Scan Mode: Respect client specified scan rate

Access Method: Fixed Table
Table Selection: opcalers

Auto create options:
- Auto create database tags with read-only access
- Auto create tags for columns:

- alertd_message

[ =zunick |[Ferig siclion ] [ Abbrechen | [ Hife |

lllustration 12.3-18 CEP OPC server
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Appendix

e — As a result, the tags are automatically generated by

GhuR|asaax|®
Dowes.. | Mo D f—

B i the system

Defaut User_Clets: 0 Acive togs: 0010

lllustration 12.3-19 CEP OPC server

12.3.3 Explanation of the individual alarms (alerts)

Alarm Meaning

Id Automatically generated primary key
Culture Language

alert0_message Message generated by PROmanage® NT
alert0_messagetype Message type (system, trap, ...)
alert0_occurencetime Date of the generated message
alert9_message Message generated by PROmanage® NT
alert9_messagetype Message type (system, trap, ...)
alert9_occurencetime Date of the generated message

Alarm 0 is the last alarm generated (latest message)
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13 Notes
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